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Giris

Merhabalar,

Yazim icerisinde Microsoft Defender ATP’ yi MDATP olarak kisaltarak kullanacagim. Gartner
raporuna baktigimiz zaman MDATP’ nin 2019 yili endpoint protection siralamasinda lider oldugunu
goreceksiniz. Merak edenler asagidaki likten detaylica inceleyebilirler.

https://www.microsoft.com/security/blog/2019/08/23/gartner-names-microsoft-a-leader-in-2019-endpoint-protection-platforms-magic-
quadrant/

Kisisel olarak neden MDATP’ yi kullanirim sorusunu kendime soracak olursam cevabim Microsoft kendi
kernelini diger 3rd parti vendor lardan daha iyi taniyor diyerek cevaplayabilirim.

Bu yazi serisinde de MDATP’ yi bilgim dogrultusunda derinlemesine incelemeye ¢alisacagim. Bildiginiz
Gzere Defender Windows Server 2016 ve Windows 10 isletim sisteminde varsayilan olarak
bulunmaktadir. Yazi igerisinde bu bélim daha ylizeysel islenecektir. Yazi serimizin asil amaci varsayilan
olarak ATP ajaninin gelmedigi yapilari nasil koruyabilecegimize deginmektir. Elbette
https://securitycenter.windows.com paneli icerisindeki nemli noktalara yazim icerisinde yer
verecegim.

Endpoint Protection Uriinlerini her zaman ylzuklerin efendisindeki bu savas sahnesine benzetirim. Artik
diisman son kalemize gelmistir ve burayi da gegmesi gerekmektedir. Bu sebentep dolayi son kalemizi en
iyi sekilde korumamiz gerekmektedir. Umuyorum bu dékiiman biraz da olsa buna katki saglayacaktir.
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Desteklenen isletim Sistemleri

System Center Configuration Manager (SCCM) Current Branch (CB)

Microsoft Defender Antivirus (MDAV) (AV, EPP)

Windows Server 2019
Windows Server 2016
Windows 10

System Center Endpoint Protection (SCEP) (AV, EPP)

Windows Server 2012 R2
Windows 8.1

Windows Server 2012
Windows 8

Windows Server 2008 R2 SP1
Windows 7 SP1

Windows Server 2008 SP2

https://docs.microsoft.com/en-us/mem/configmgr/core/plan-design/configs/supported-configurations

Genel hatlarrile Grin alti alt baslikdan olusmaktadir ve yazim icerisinde herbirine ayri basliklar altinda
yer verecegim.
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Built-in. Cloud-powered.

THREAT & VULNERABILITY ATTACK SURFACE NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION MICROSOFT
MANAGEMENT REDUCTION PROTECTION & RESPONSE & REMEDIATION THREAT EXPERTS

CENTRALIZED CONFIGURATION AND ADMINISTRATION, APIS
Embedded into Windows 10 ! Best of breed EPP, EDR :  Vulnerability analysis I Cross suite integrations

World class anti-tampering i Support for W7/8, non-Windows i Securescore & CA :  Data separation, RBAC

Deep data collection & 6m storage i Integrated config mgmt. ! Automation i Cloud expertise

Threat & Vulnurability Management

Sirketler yapilarini her zaman daha iyilestirmeye ¢alismaktadirlar. Endpoint Protection sadece
yapimizi koruyan araglardan bir tanesi. ilk olarak olgunluk seviyemizi belirlememiz ve sirket yapisina gére
denge gozeterek iyilestirmelerimizi yapmamiz gerekmektedir. Asagida 6rnek tabloda olgunluk seviyesi
modelini gorebilirsiniz.
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Level 0

NON-EXISTENT

No vulnerability
scanning

rability
assessments

No metrics

Vulnerability Management Maturity Model

Level 1

SCANNING

Vulnerability
assessment
solution in place

Ad-hoc
vulnerability

Rudimentary
patching

Basic metrics

Level 2

ASSESSMENT &
COMPLIANCE

Driven by

regulatory
framework

Scheduled
vulnerability
scanning

Scan to patch
lifecycle

Emerging
processes

Little measurability,
busy metrics

Level 3

ANALYSIS &
PRIORITIZATION

Scan data

Measurable
processes
Emerging metrics
and trends

Level 4

ATTACK
MANAGEMENT

Attacker and
threat focused

Multiple threat-
vectors scanned

and prioritized

Patching based on
risk to critical assets

based processes

Threat-driven
metrics and trends

Level 5

BUSINESS-RISK
MANAGEMENT

Threat and risk
aligned with
business goals

All threat-vectors
scanned and
prioritized

Continuous
patching

Measurement
integrated to enterprise
risk management

Blissful ignorance

Awareness & early maturity

Business risk & context

PEAK DATA OVERLOAD EFFECTIVE PRIORITIZATION

Go from zero to hero

Threat & Vulnurability Management icerisinde yapimizdaki zaafiyetleri tek bir panel igerisinden

gorebiliyoruz. Bu bize iyilestirmeye nereden baslamamiz gerektigine dair bilgi de vermektedir. Diger bir
ifadeyle zayif halkanin neresi oldugunu hizlica belirleyebiliyoruz.
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Security Recommendations

Guvenlik tavsiyeleri igerisinde EDR teknolojisi ile taranip bulunan zaafiyetleri tek ¢ati altinda goriyoruz.
Buradaki agikliklari inceledigimizde sadece endpoint e yonelik zaafiyetler degil GPO ile yapabilecegimiz
sikilastirmalar veya Ggiinci parti yazilimlara ait tavsiyeleri de goriiyoruz. Ornegin asagidaki ekran
gorintisiinde Vmware tool ve Google Chrome’ un gilincellenmesi gerektigine dait tavsiyelerde yer
almaktadir.
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Sirketlerdeki en biyiik sorunlardan bir tanesi kurum icerisinde yikli olan uygulamalarin
bilinmiyor olmasi, diger bir deyisle uygulama envanterine hakim olunamamasi. Software inventory
adindan da anlasildigi gibi bu sorunumuzu ¢6zmektedir. Elbette burdaki dncelikli amag hangi uygulama
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ne kadar yapimizda acikliga sebep oluyoru bulmaktir.(Expose climlesini tiirkceye cevirdigimizde aciga
¢tkarmak, maruz birakmak veya teshir etmek anlamlarina gelmektedir. )

€« c sec ws.com r i

Microsoft Defender Security Center ? © hasandimdk@hdmdikon..

Software inventory

D dashpoards

34 Applications
O nccents
17 Customize columns L Bport 30itemsperpage 1300134 < > T

L Machines list

& Aerts queve

3 Automated investigations

@

Advanced hunting
& Aports
3 Partners & APl
| & Thveat & Vuinerabiity Management
Dashboard

Security recommendations

Remediation

| softwareinventory

Weaknesses

Evaluation and tutorials

a

Service health

& Cenfiguration mansgement

® settings

Weaknesses

Bildiginiz Gzere bir acikhk CVE olarak degerlendirildiginde alenen artik zaafiyetin ne oldugu herkes
tarafindan biliniyor demektir. Bu durumda birakin Black hat Hacker’ lari Script Kiddy lerin bile hedefi
olabileceginiz anlamina gelmektedir. Bu bélimde detaylica ilgili zaafiyetleri raporlayip iyilestirmelere
baslayabilirsiniz.
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Weaknesses

129k Vulnerabilities

CVE-2020-1014

utomated investigations

B el ey Vulnerability description

£ Reports

3 Partrers & APis
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Vulnerability details

cvED

B Configuration management

¥ Seftings

Attack Surface Reduction

Atak ylzeyi kelimesini irdeledigimiz zaman saldirganin yapimiz icerisine sizabilecegi noktalar olarak
degerlendirebiliriz. Savunan taraf olarak bizim gérevimiz bu noktalari belirlemek ve daraltmaktir.
Gunumuzde artik bilgisayar kullanim alanlari tamamen degisti. Bundan bes yil 6ncesine baktigimizda
hersey glivenlik duvari arkasinda korunmaktaydi. Simdi ise bu tarz bir kisitlama bulunmamaktadir. Bring
your own device kavrami ile sinirlar kalkmaya basladi, bir sonraki asamada ise artik heryerden galisabilir
hale geldik. Bu sebepten klasik koruma dnlemleri artik yetersizdir. Oyuna artik web tehditleri, yemleme
saldirilari, akilli cihazlar,ransomware, apt saldirilari, nesnelerin interneti gibi n tane kavram dabhil oldu,
yine bahsettigim gibi sirket sinirlari degisti ve cihazlar heryerden baglanabilir hale geldi. Attack Surface
Reduction ise tam bu noktadaki sikintimizi gidermek icin tasarlanmistir. Microsoft hali hazirda tim
tehditleri aktif olarak tarayip kendi veri tabanini glincellemektedir, elbette davranigsal analizde bir
oranda tehditleri engellemektedir. Eger sirket yapisina 6zel block rule yazmak isterseniz security center a
baglandiktan sonra Indicators sekmesi icerisinde tanimlayabilirsiniz.
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Microsoft Defender Security Center

Settings
<]
General File hashes  |F addresses  URLs/Domains
° Data retention
=1 Alert notifications L Export [ Import -} Add indicator
Power Bl reports
& Advanced features
Auto remediation URL/Doman Application
@
hitpy//wvew hasandimdik.com/
Permissions
k3 hitps://www.mshowto.org/
Roles
b Machine groups
3
APIs
é, SIEM
= Rules
Custom detections
@
Alert suppression
i I Indicators
Automation allowed/blocked lists
|® Web content filtering

Automation uploads

Automation folder exclusions

Action

Alert and block

Alert only

® 7? © nhasandimdik@hdimdikon..

Available capacity: 3/5000 3 Customize columns 30 items per page 12 { » T Filters

Alert severity Scope Expires on (UTC) Tite Crested by
mm Medium All machines HD Block hasan.dimdik@hdimdik
mmm High All machines May 3, 2020 Biggest Community hasandimdik@hdimdik

Bes farkli metodla Attack Surface Reduction’ 1 yapilandirabiliriz. ilerleyen bélimlerde System Center
Configuration Manager ve GPO ile nasil atak ylizeyini daraltabilirize deginecegiz.

Microsoft Intune
Mobile Device Management (MDM)

Microsoft Endpoint Configuration Manager

Group Policy
PowerShell

Kaynak : https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/enable-attack-surface-reduction
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Attack Surface Reduction

Resist attacks and exploitations

HW BASED ISOLATION

APPLICATION CONTROL
Isolate access to untrusted sites

EXPLOIT PROTECTION Isolate access to untrusted Office files

Z Host intrusion prevention
NETWORK PROTECTION TP
Exploit mitigation

CONTROLLED FOLDER ACCESS Ransomware protection for your files

Block traffic to low reputation destinations

DEVICE CONTROL Protect your legacy applications

Only allow trusted applications to run
WEB PROTECTION

RANSOMWARE PROTECTION

Yunan mitolojisinde bildiginiz izere Asil cok 6zel bir yere sahiptir ve nerdeyse 6limsiizdir, fakat kigtk
bir zaafiyeti icermektedir ki bu zaafiyet onun i¢in 6limcildir. Elbette asil tendonundan bahsediyorum.
Eger saldirgan bu zafiyeti bilingli veya sans eseri bulacak olursa etkisi yikici olacaktir. Bu sebepten dolayi
yapinin surekli taranip zaafiyetlerin belirlenmesi giivenlik icin 6nem arz etmektedir. Teknik detaylara
ilerleyen bolimlerde deginecegiz.
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Bu boélimle ilgili son deginmek istedigim nokta ise bulutun giici ile birlikte MDATP bizi asagidaki atak
turlerinden korumaktadir.

Attack Surface Reduction (ASR) Rules

Minimize the attack surface
Signature-less, control entry vectors, based on cloud intelligence. Attack surface reduction (ASR) controls, such as

behavior of Office macros.

Productivity apps rules

Block Office apps from creating executable content

Block Office apps from creating child processes

+ Block Office apps from injecting code into other processes
+ Block Win32 API calls from Office macros

+ Block Adobe Reader from creating child processes

Email rule

« Block executable content from email client and webmail
+ Block only Office communication applications from creating
child processes

Script rules

+ Block obfuscated JS/VBS/PS/macro code
+ Block JS/VBS from launching downloaded executable content

Polymorphic threats

+ Block executable files from running unless they meet a
prevalence (1000 machines), age (24hrs), or trusted list criteria

+ Block untrusted and unsigned processes that run from USB

+ Use advanced protection against ransomware

Lateral movement & credential theft

+ Block process creations originating from PSExec and
WMI commands

+ Block credential stealing from the Windows local security
authority subsystem (Isass.exe)

+ Block persistence through WMI event subscription
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Next Generation Protection

Bildiginiz Gzere imza tabanl anti virGsler artik bizleri koruyamamaktadir. Kismende olsa

koruyabilmektedir diyebilirim ! (Yorumu size birakiyorum @) GUnumuz ataklari ise artik daha sofistike ,
imza tabansiz,fileless ve/veya Hardware lerin acgiklarindan faydalanilarak gerceklestirilen ataklar olarak
karsimiza ¢ikmaktadir. Diger bir sorun da saldirganlarin Endpoint Protection lari kolay bir sekilde devre

disi birakmasidir. Bu noktada ilgili Griiniin bizi kernel seviyesine kadar korumasi biiyiilk 6nem arz
etmektdir.

® Highly stealthy threats
o Malware
o °* \ encounter
S
L ] P ®
° b —
° .’ e ®
G e
®o o i o0, e o —
o MALWARE o . 314 s 4 g ——
* oo 0’ %3¢ 006 ——
o o Seet —
e leso ° . 3 W :
™Y L] ,,.—""/-)r [ Detonation Big data
° ® o 10101 . ) Automatically
° - 101010 Sample Suspicious files classify threats
[ ] ® - . § are executed in based on signals
d Suspicious files a sandbox for § th
® ,»/ Cloud metadata uploaded for dynamic analysis r:‘lom E;‘
° l Client ML-powered inspection by Intellion
loud rul multiclass, deep ntelligent
[ ] Heuristics, cloud ruies neural network Security Graph
L N ] E)ecr;?maﬁl:gzels classifier

Teknik olarak Next Generation Protection nedir dersek bunu (g baslik altinda toplayabiliriz.

Behavior-base, heuristic and real-time antivirus protection

imza tabanli anti viriis programi kullaniyorsaniz artik ok da fazla giiniimiiz tehditlerini
koruyamamaktadir(Umuyorum gergekten yapiniz bu sekilde korunmuyordur).Bu noktada oyuna
Behavior-base, heuristic and real-time antivirus protection girmektedir. Bu 6zellik sayesinde artik
sadece imza tabani incelenmemektedir ayni zamanda davranis da isin igine girmektedir.
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Static signatures: Dynamic heuristics:

focus on a file focus on run-time behaviors
Hashes Behavior monitoring

Strings Memory scanning

Emulators AMSI

Command-line scanning

O 9,

Ineffective Effective

Davranissal analiz elbette arka planda makina 6grenmesini kullanmaktadir ve asagidaki dort bashk
altinda etkin koruma saglamaktadir.

Behavior Memory Command
. . . . AMSI
Monitoring Scanning Line Detection
+ File System » Quick Scan Especially Instrumentation of:
+ Boot/Volume + On system events effective » Javascript
* Registry * Ad-hoc requests against: + VBScript
+ Process / by BM + LOLBIN * Macro
DLL's + Defeats + LOLBAS * Powershell
+ Network Polymorphism + Obfuscation + WMI
» Code injection » Dotnet
\ Y J \ v J
&>
ML + Cloud ML + Cloud
powered! powered!

Cloud-delivered protection

Bir dnceki bolimde kisaca davranissal analizin artik oyuna girdigini belirtmistik. Davranissal analiz yeni
bir tehditi ne kadar hizl bir sekilde yakalayabilmektedir ? Ornegin sifirinci giin atagindan bahsedecek
olursak klasik yontemlerle bunu koruyamayacagimiza hemfikiriz. ATP ise asagida yer alan koruma
motorlari sayesinde etkin koruma saglamaktadir.
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Microsoft Defender ATP next generation protection engines

& L] : : o
= ) u
® {} @ = J
Metadata-based ML  Behavior-based ML AMS|-paired ML File classification ML Detonation-based ML Reputation ML Smart rules
Stops new threats Identifies new threats Detects fileless and Detects new malware by Catches new malware Catches threats Blocks threats using
quickly by analyzing  with process trees and in-memary attacks running multi-class, deep by detonating with bad reputation, expert-written rules
metadata suspicious behavior using paired dlient neural network classifiers  unknown files whether direct or
sequences and cdoud ML models by association
Cloud

B

) amm

- SER
< < EE) .. ﬂ mmm
ML Behavior monitoring Memory scanning AMSI integration Heuristics Emulation Network
Spots new and Identifies malicious Detects malicious code  Detects fileless and Catches malware Evaluates files based monitoring
unknown threats behavior, incuding running in memaory in-memaory attacks variants or new strains on how they would Catches malicious
using dient-based suspicious runtime with similar behave when run network activities
ML models sequence characteristics

Asagidaki linkte nasil korudugunu anlatan videoyu izleyebilirsiniz.

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/utilize-microsoft-cloud-protection-
windows-defender-antivirus

Dedicated protection and product updates

Tam bir koruma saglamak istiyorsaniz elbette siki sekilde gerekli updateleri yapiyor olmamiz
gerekmektedir. Bu noktada iki farkli update den séz ediyoruz. ilki Protection updates. MAPS periyodik
olarak guivenlik updatelerini kontrol edip yeni gelen update varsa indirilmektedir. Ayni zamanda Product
Update ile endpoint ajanlarinin glincellenmesi saglanmaktadir.

Kaynak : https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/manage-updates-baselines-
windows-defender-antivirus
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Endpoint Dedection & Response

* CORRELATED POST-BREACH DETECTION
* INVESTIGATION EXPERIENCE
= INCIDENT
— * ADVANCED HUNTING
* RESPONSE ACTIONS (+EDR BLOCKS)
= DEEP FILE ANALYSIS

* LIVERESPONSE

* THREAT ANALYTICS

MDATP nerdeyse gercek zamanli olarak tehditleri yakalar ve ilgili zararliyi etkisiz hale getiririr. Elbette
burada diger 6nemli nokta ise ilgili atagin detaylarini gérebilmektir. Bu analiz bize ilgili atagin/zararlinin
genel bir saldiri/zararh oldugu veya sirkete 6zel sofistike bir atak olup olmadigini belirlememizde faydali
olacaktir. Bu bolimu 6rnekle agciklamam daha faydali olacaktir. Portalima erisip Alert Queue geldigimde
yapim icerisinde olusan tiim alarmlari gorebiliyorum. Bu aslinda Detect kismina karsilik gelmektedir.

#  Micrasoft Defender Security Centar

Alerts queue

@« o |

s0days 52 Group View Customize columas < 30 ifems per page

n

& K @

@ J 9 & e

Ornegin ilgili sunucumda mimikatz calistiriimak istenmis ve MDATP tarafindan yakalanip malware olarak
kategorilendirilmis. Detayli olarak da process agacini gorebiliyoruz.
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Micrasolt Defender Security Center

Incidents » 12 > "Mikatz' high-severity malware was detected

Autcmated investgation doss 1ot
e 205

Destocarcs = g ‘Mikatz high-severity malware was detected Alert context Status

part of incidens (12

L]

@ coens

8 wacnines st
Aests queve

4
B automsted investigations ~

e investgaticns
B dvanced hurting

= aeports v
3 pariners & A% v

£ et & Vet Mrmgemert.

T2 ewiustion and tutarials -

@ senicenemn

£ cortgunston mansgement
© s

Alert process tree

L Rl

@ oo

@

® oo

Incidents > 12 > 'Mikatz' high-severity malware was detected
@ oo

Incident graph

B,

mimikatz_trunk.zip

Artifact timeline

First Observed Details

04082020
10821 D mimikst unkap 04042020 110830 B o57sessbtecoinTSa308C30RSDOCHS 13601
11:06:47 u) 04.04.2020 | 11:06:39 5055464 568202023004654b9afdecs 4efeb ®
w0647 0 02022000 | 110639 essensossan ®
e 0 s 04042020 110630 R R ——
10647 O mimidresys 04.04.2020 | 11:06:323 2 a5f1b56615bdaabfB0321061314367123372001¢ ®

7

Actions’ | tikladiktan sonra Open Incident Page kismina geliyorum ve Ug farkli alarm aldigimi gérilyorum.

tanage incers 7 Comuttathreat erpet (51 ¢

cident
[Eyr— = Incidents > 12
erts (3 Grape E1

|9 incigerss o

B uackines v
Machines st 2 Customize conmns 30 ems per psge v

F s quese Pt aciiyy | e Savery st ik by Coagan acticn Clsificaion [—.

0 s - N grseverty monare ws detected - - o racion M 8 -
somates riestgatons s caeces o o Same machie s a Nz =
e Fyramer mamare was cetecied o = -

B Adanced hantig

Evidence kisminda ise kanit olarak nelerin siipheli olarak algilandigini belirtmektedir.



#  Microsaft Defender Security Center

P 5 ncidents > 12

|® ks e el megwon 0 brgence ) Gropn 2D

2 wscrreint Cuomizecotames 30 e e page
B et auee D rsm Files (8)

O avarates imestigatns ~

Actomated Investigetions

P sarvce e

& Contguration management

@ Setings

Graph ise, zararli nereye bulasti, bulastigi yerden baska yere gecti mi ? gibi verileri gérsel olarak
goérmemize imkan saglamaktadir veya diger bir ifadeyle zararlinin davranis analizini gérmemize imkan
saglamaktadir.Mimikatz_trunk.zip i tikladigimda iki farkli servis tarafindan zararli olarak algilandigini
gorilyoruz. Son olarak indicator secenegi ile block kurali olusturabiliriz.

i Microsoft Dafender Security Canter

@ pusnbosras - Incidents > 12

Legend

Endpointlerimiz Gzerinde Live Session baslatabiliyoruz. Bu sayede canli olarak sliphe olusturan bir durum
var ise incelenebilmektedir.
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i Microsoft Defender Security Conter © rsndmakghamdon

Ol Machines list desktop-t2vBcuo

@ e e B8 Medam

Active alert

6 active alerts in § incidents

Ornek olmasi agisindan canl oturum baslatiyorum. Process komutu ile istemci makinamda calisan
sirecleri gériyorum.

Live response #13 on DESKTOP-
T2vecuo

© Connected to “DESKTOP-T2VBCUO'

SESSION GENERAL INFORMATION
sted by

Ornegin Yourphone isimli bir islem gérdiim ve bunun normal olmadigini varsayalim. Processes 29688
komutu ile isleme ait detay bilgiye ulasabiliyoruz.
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es - Live response #13 on DESKTOP-T2V8CUO

Live response #13 on DESKTOP-
T2vacuo

Cont

to "DESKTOP-T2VBCUO

SESSION GENERAL INFORMATION

Fileinfo komutu ile dosyamiz hakkindaki bilgilere ulasabiliyoruz ve daha fazlasini komut satiri ile
yapabiliyoruz tabiki bunlarin en 6nemlisi analiz yapabiliyor olmamizdir. Bunun yaninda kendi yazdiginiz
Powershell scriptleri galistirip iyilestirmelerimizi yapabiliyoruz. Bu 6zellik 6zelikkle SOC ekipleri igin
faydali olacaktir.
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Machines > Live response #13 on DESKTOP-T2V8CUO

Disconnect sess T
! Command console Command log
Live response #13 on DESKTOP- e
T2V8CUO

@ Connected to “DESKTOP-T2V8CUO €:\> [Fi1Sinfo “ci\progran files\uindousapps\aicrosofc. yourphons_1 _fwekyb3dsbiwes yourphon

:\program files\windowsapps\micTosoft.yourphone ] 11 __swekyb3dsbbwe\yourphone.

SESSION GENERAL INFORMATION
Session created by

Hasan Dimaik

Ses
42

Session ended
N/A
Duration

28:34m

windowsapps\m: €. yourphone_1.. .0_x64__8 b3d8bbwe\yourphone.. exe”
dee 3dfdd4 ab
623 1b988",

"file_state_display’
“Default"

Elbette lzerinde galistigimiz, son kullanici bilgisayari oldugu icin herseyin loglanmasi verilerin manupule
edilebilmesinin de 6nine gegmektedir.

= Machines - Live response #13 on DESKTOP-T2VBCUO

L

Live response £13 on DESKTOP. Customize columns
= ET T2vecuo
F  aerts quese ® Connected to “DESKTOP-T2VECUO"

D avtomated investigetions

B acarces

¥ aepons

S X

T3 eavon ang oo

P canice nestn

R Corvaunten nusperent

Kaynak : https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/live-response-command-examples
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Auto Investigation & Remediation

Bu bolim de teorik anlatmak yerine akilda kalmasi agisindan drnekle anlatmak daha mantikli olacaktir.
Ozellikle daha sofistike ,karmasik , akilli tasarlanmis zararhlari/saldirilar analiz etmek igin
kullanilmaktadir. Bu 6zelligin kullanimi ile ilgili OS seviyesinde kisit mevcut. Desteklenen isletim sistemi
asagidadir.

e Windows Server 2019

e Windows 10, version 1709 (OS Build 16299.1085 with KB4493441) or later
e Windows 10, version 1803 (OS Build 17134.704 with KB4493464) or later
e Later versions of Windows 10

Kaynak : https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/automated-investigations

Ornegin asagidaki son kullanici bilgisayarinda Automated Investigation baslattim.

5@

< C & securitycenterwindows.com

Microsoft Defender Security Center . ® ? © rhesndmdkehdmdicon. (8)

©  Dasnboaras ~ Machines list desktop-t2v8cuo
Security operations Risk level WM Medium  Exposure level /), Medium
Threat analytics 730 days i
Open machine page @ Managetags () lsolate machine () Ru

O incidents

Device details

| 2 machines st
hdD1

& mens queve
©  desktop-vicuo um
@ Astomated investigations v
desitop-uiisuou <diur . o
3 active alerts in 3 incidents
B Acwences hunting U o
2 Reports 2 microsoftata High
S rnmeETe ~ grost.surface =dium i everiy
vac igh Unexpectes behavior observed b mm- Megium New
o Threat & Vuinerabiliy Mansgement
Automated investigation started rformational N
Cd Evaluation and tutorials v
Automated investigation started rformational N a8 am
® service health
Aaure ATP alerts
& Configuration management et nat raun 1n Anure ATE
F Setiings
Logged on users (1) -

D

Bu bolimu kullanilmasinin en temel sebeplerinden bir tanesi elbette hali hazirda bir zararli yakalanmistir
veya alarm olusmustur ve arastirma baslatilabilir. Ornegimde zararl olmadigi icin daha sade sonug
getirdi. Bu noktadan sonra artik hangi processler baslamis, hangi registry degeri degistirilmis veya zararli
nerelere bulasmis ve baska bir ortama bulasmis mi gibi durumlari gérebiliyoruz.
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R ——

i Microsoft Defender Security Center

nvestigations - Automated investigation started manually

v A»utf:m‘ated fr\vesfigation started manually
o

k O"
;
=

Q

¢ S
Q

Buraya kadar yaptigimiz adimlari manuel olarak baslattik fakat adinda da anlasildigi tizere otomatik
arastirmanin amaci insan faktorini ortadan kaldirarak aksiyon aldirmaktir. Asagidaki tabloda otomasyon
seviyesini belirleyebiliyoruz. Burdaki ayrimi elbette yapimizdaki istemci veya sunucu kategorileri,
kullanim amacina goére ayirip gruplandirmak olasi bir sorunun da 6niine gegmesi agisindan énem arz
etmektedir.

AUTOMATION LEVELS

Bz Temp |! Other BB Windows

not protected ® ® ®

Semi - require approval for . .

any remediation a0

Semi - require approval for ‘

non-temp folders

Semi - require approval for

core folders

au"’tom‘ét(i}c'alrlvy
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Settings > Machines Groups sekmesinde Add machine Group diyerek gruplarimizi belirliyoruz ve
Automation Level kisminda otomasyon seviyesini belirleyerek siireglerin hangi oranda otomatize
edilecegini de tanimlamis oluyoruz. Bu noktada yukaridaki tablo referans olacaktir.

2 Add machine group

General

Advanced Hunting

Bu boliim o6zellikle SOC ekiplerinin derinlemesine analiz icin kullanacagi bir bélim. Proaktif olarak yapiyi
inceleme imkani sunmaktadir. Sirketiniz icin 6zel sorgular yazabilir veya hazir sorgular ile zararli/tehdit
analizini daha detayli olarak yapabilirsiniz. Bir ka¢ 6rnekle Advanced Hunting 6zelligini nasil
kullanabilecegimize bir bakalim.

Akillara elbette su soru gelmektedir. Sorgu diline hakim degilim veya bilgim yok, bu durumda ilgili
bolimi nasil kullanacagim. Hemen cevaplayalim,

Microsoft yeterli sayida hazir sorgulari zaten panele eklemis durumda.
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Advanced hunting

Securiy operations . Get started

Let's start hunting Getting started

e %

Automated imvestigations ~

mber of rows from the result set
Automated investigations

E Repors -
3 partrers & AP
TP —

Td ewluation and tutorials v

5 Corfguraton maragement

O settings

Project
Return only spes
Shows only

Ornegin asagidaki sorgu bize isletim sistemi 6zelinde alinan alarmlari listeyecektir.

DeviceAlertEvents
| join DeviceInfo on Deviceld
| summarize Count = count() by OSPlatform, Severity

Advanced hunting

§ wensquese
B Automsted investigations. ~

Automated investigations

¥ Reserts

3 Partners & AP

3 Tt & Vit Mosspemnt

L2 Crarttype 15 ftems per page Show filters

3 Confguration maragement

@ settogs
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ikinci 6rnegimiz bize bilgisayar bazinda indirilen dosya isimlerini listeleyecektir.

// Lists all the files downloaded using popular browsers.
DeviceFileEvents
| where Timestamp > ago(7d)
| where FolderPath !has "$Recycle.Bin"
| where

// Edge

InitiatingProcessFolderPath endswith @"windows\system32\browser_broker.exe"

// Internet Explorer x64

or InitiatingProcessFolderPath endswith @"program files\internet
explorer\iexplore.exe"

// Internet Explorer x32

or InitiatingProcessFolderPath endswith @"program files (x86)\internet
explorer\iexplore.exe"

// Chrome

or (InitiatingProcessFileName =~ "chrome.exe" and FileName endswith
"crdownload")

// Firefox

or (InitiatingProcessFileName =~ "firefox.exe" and (FileName !endswith ".js"
or FolderPath 'has "profile"))
| project Timestamp, DeviceName, InitiatingProcessFileName, FileName, FolderPath
| top 100 by Timestamp
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#  Micosoft Defender Security Canter

Advanced hunting

8 wacninesist
F aersoveve

O actomased investigatons &

Acvarcea nunting

- Reports
& panrers & AP

- ? Customize ok 2 Crarttyps 1 s perpoge  Siowtnen

D senice neath

5 Cortguraton managerment

@ semngs

Sorgulara baktigimiz zaman nerdeyse giincel olan tehditlerin sorgulari hali hazirda geldigini goriiyoruz.
Elbette sizlerde kendi sorgularinizi yazip kullanabilirsiniz.

Daha detayh bilgi icin asagidaki linkler faydal olacaktir.

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/advanced-hunting-query-language

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/advanced-hunting-overview
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Reports

Adinda anlasilacagi gibi yapimizda aktivitelerin raporlandigi , algilanan tehditlerin hangi
teknoloji(EDR,Antiviris vb) tarafindan yakalandigi, tehditin alarm seviyesi gibi High Level olaylari gérsel
olarak gorebilecegimiz basit anlasilir araylize sahip olan raporlama arayiziiniin oldugu alan diyebiliriz.

© hasandmok@ndimdicon

& Threat Protection
Alert trends Last 30 aays Alert status
O incoer
by crestion date viea Ape 29 A Detection source o currenty uncesalved siert
B wacnives
- WOt WA Wi @ - . .- .
$ Aertsauese B CrtmDvacsen WA AT B H o
2 avtomated iestoatons :
o | 1

:  Microsoft Defender Security Center

[ e— @ Machine health and compliance
Sacurty coentians

o
=L Machine trends Last 30 days Machine summary

Healtn state

05 pattorm

Data ot saings . [—

oy Mssgemant

Winaews 10 version
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Partners & API

Bildiginiz Gzere Microsoft birden ¢ok 3rd party vendor ile isbirligi yapiyor ve ilgili firmalarin ¢oziimleri ile
Defender ATP’ yi baglayabiliyoruz.

D nasanomekgrdimdion

Partner applications

e —

Gpen partner page Radar [ oo portner page 'Y X )

A Netwans

RSA
L

DEMISTOD *

RAPIDR)

DELTA RISK

i el T ™ . -
"II. Corrata
Open partner pan Open partner po

MDATP Bitdefender GravityZone Entegrasyonu

Bu bolimu daha iyi anlamak adina Bitdefender GravityZone ile nasil baglayabilecegimize deginecegim.
Open Partner page tikliyorum ve beni partner web sitesine yonlendiriyor.

C @ bitdefender.com
Bitdefender

For Home v For Business v For Partners v

Stop Advanced Threats, Stay Ahead of Attackers

Zone Cloud with Microsoft Windows Defender Advanced Protection
threat intelligence from Linux and Mac d on the ATI ]

Bitdefender GravityZone
Ultra Security for Linux and Mac

Existing customer New at Bitdefender?

& FREETRIALS

? INQUIRE
£ CHAT

0 PHONE
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Login butonuna tikladigimda API key girmem gerektigini belirtiyor.

GravityZone Cloud - Windows Defender Security Center

Login with your GravityZone API key

article

ilgili API Key’ i almak icin Bitdefender portalinda yer alan My Account bélimiine geliyorum.

Bitdfender T Welcome, Hesan Dindik
o . My Account
Dashbeard EDR - Incidents Status oG P x EDR - Incidents Activity [T}
My Company
Incicents
Integrations
Blocklist
Credentials Manager
Search |
Help & Suppart 50)
Network Feadback pron (s50)
— W High 4 lity using the SAML 2.0
g W Megium Logout ptions are available.
Tasks Lo show more
o o © © < < < < o
Risk Management Incidents
Securlty Risks. v . The GravityZone Elite Security bundle now
Companies Vi o vestgati + High = Medum - Low includes the Incidents feature, where we
" provide e Root Cause Analyss of
Policies show more
” Computers - Malware Status [« ~) x Computers - Top 10 Detected Malware (S x
Assignment Rules pu EDR
Reporis You can naw create custom tasks to scan
F— your environment for knawn Indicators of
Quarantine Compromise and generate detailed
Companies show more
Accounts " .
oo Clents it no detections Mo client has been installed or no relevant event has been recorded yet. Endpaint Risk Analytics
User Activity = YOU Can NOw Use e néw Scan & patch
features to search and fix CVE of
Sandbox Analyzer appications
Manual Subméssion show more
Email Security Antimalware

Scan infected targets
You can naw configure Securty Servers

Configuration

APl keys kisminda Add butonuna tikliyorum.
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Attention!

‘W removed the deprecaled Mahware Acthvily regert and associated partiet. Gonsider using the Securiy Audil report as an alemalive

&  Bitdefender

Dashboard
Incigents.
Blacklist
Search
Network
Fackages
Tasks
Risk hianagement
Securhy Riske
Companies Viw
Policies
Assignmant Rulss
Reports
Quaranting
Companies
Accounts
User Activty
Sandbox Analyzer
Manual Submission
Email Securty

Configuration

Timezone: (GMT +03:00) Europe/Istanbui .
Language English
Session Tmeout 15 min

Two-factor Authentication

The two-factar authentication secures your GravityZone account with an extra layer of protecbon. With each GravityZone lagin, in addition to your password, you wil also need a code generated by the Google Authenticatar app on your mobile

davice

Two-factor authentication is disablod

Control Center API

Access URL hitps:/{doudgz gravityzone bitdefender.comfapl

AP keys

) Asd (= 7) Refresh

Page 0 | of0

. 0 tems.

APl key

Enabled APls:

Companies API

Licensing API

Packages API
Network API

Integrations API

Puolicies APl

Cancel

Reports API

Accounts AP

Incidents API

Quarantine API

Event Push Service API

Welcome, Hasan Dimdik

What's New

For the full st of changes, check the Release Hotes

MARCH 2020
Single Sign-On (S5O}

Added new single sign-on (SS0)
aulhentication capabilfy using the SAML 2.0
slandarg. The SSO oplions afe availabie.

show more

Incidents

The GravityZone Elite Security bundle now
nciudes the Incidents feature, where we
provide the Root CaUSE ANalYSIS of

show more

EDR

You can now create custom tasks to scan
your environment for known Indicators of
Compromise and generate detailed.

show more

Endpoint Risk Analytics

+You can naw use the new scan & paich
features to search and fix CVE of
applications..

show more

Antimalware

You €an Now configure Secunty Servers

ilgili ayarlari kaydettikten sonra API key ini portala kopyalayip Submit butonuna tikliyorum.
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Login with your GravityZone API key

GravityZone Cloud - Windows Defender Security Center

Integration will be activated in a few minutes.

Bu adimla birlikte entegrasyonu tamamlamis oluyoruz. Peki bize nasil bir faydasi olacak? Ozellikle
Linux,android veya MacOs isletim sistemi kullaniyorsaniz ilgili entegrasyonla birlikte bu isletim sistemleri
Gzerindeki zararh faliyetleri veya virlis bulunmasi durumunda Security Center igerisinde de gérebilme
kabiliyeti kazaniyoruz(Detect and Response)

Kaynak : https://www.bitdefender.com/support/bitdefender-gravityzone-and-microsoft-windows-defender-atp-integration-1987.html
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MDATP Azure Sentinel Entegrasyonu

Azure Sentinel portalina eristikten sonra Data Connectors sekmesine geliyorum ve open connector page
butonunu tikliyorum.

C & portalazure.com,

Microsoft Azure 0 Search resources, services, and docs (G+/) hasan.dimdik@hdir

entine! | Data connectors

Azure Sentinel | Data connectors x

General A
i al
Connected Coming soon
—— e L] Microsoft Defender Advanced Threat Protection (Pre.
Threat management Connected Microsoft 6 days ago
Status T, Connactor name T Stat E o 1 Receiver
B incidents - FOTCEPOINT ULH (Freview) -
@ Werkbooks Forcapoint
© Hunting = Forcepoint NGFW (Preview)
Forcepoint
H ks -
Configuration -~ Fortinet
fo
Data connectors
Iytics L] Microsoft Cloud App Security
& Analytic L)
Microsoft
"\ Playbooks
_ . v Microsoft Defender Advanced Threat Protection (Preview) Qo 1
emmny Microsoft Wiorkbooks  Queries
£ setting

4 Microsoft web application frewall (WAF)
fo—

n Sfﬁce .365

One Identity Safeguard ; /\ .

Palo Alto Networks i

On gereksinimleri sagladigimiza emin oluyoruz ve Connect butonuna basarak entegrasyonu
tamamliyoruz. (Ben daha 6nceden aktif ettigim icin Disconnect butonu goziikmektedir)

< C @ portalazure.com a tr gt

Microsoft Azure hasan. wm‘_‘.w\;qmgm—..jww ‘

ome el workspaces » Azure Sentinel | Data connectors > Microsoft Defender Advanced Threat Prof
Microsoft Defender Advanced Threat Protection (Preview) >
L] Microsoft Defender Advanced Threat Protection (Preview) Instructions  Next steps

| Connected Micrasoft .
5 ovide Prerequisites

To integrate with Microsoft Defender Advanced Threat Protection (Preview) make sure you have:

el 50 that you Workspace: read and write permissions are required

Id dashboards

Tenant Permissions: required ‘Global Administrat rity Administrator’ on the worksp:

License: required Microsoft Defender A Threat Protecti

- 1
Anslytic rules templates ,./ Configuration

‘Connect Microsoft Defender Advanced Threat Protection alerts to Azure Sentinel
Il cause your data that is collected by Microsoft Defender Advanced Threat Protection service to be stored and

workspa

MictosoftDefender Advanced Threst Protection sers

-

| Totaldata received
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Workbooks lar bizim dashboard larimiz, kontrol etmek icin Workbooks sekmesine geliyorum.

[ Aaure Sentinel | Workbooks

Senerl ¥*3 ©45 A0

O Overview saved workbooks Templates Updates
B Logs

N My workbooks ~ Templates Security Alerts
& News B guides

Threat management
B Incidents

O Workbooks

ane  One Identity

© Hunting NE IDENTITY LLCAG

a aoks

Configuration Pale Alto Network Threat

Data connector o ™ % = &

Al Playbook: -
: Palo Alto overview

ﬂ Security Status

ilgili alarmlarin artik Azure Sentinele geldigini gozlemliyorum.

Microsoft Azure P Search resources, services, and docs (G+/)

Security Alerts

Security Alerts

Security Alerts Dashboard

y Alerts data by various views

(_ ProductName: | Microsoft

Security Alerts by Severity

All High Medium Low Informational

47 n 14 4 18

Security Alerts by Product

Defender Adv.

47 |47
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c

& portalazure.com

Microsoft Azure

Security Alerts s

Top Entities in Security Alerts
Target TL Entity Type Ty eount Ty
held

........

Count of Entities in Security Alerts by Type

Settings

Windows Server 2008 R2 SP1, 2012 R2, 2016 Onboarding

Yazim icerisinde iki temel parcanin olduguna deginmistim. ilki mma ajanlari. Bu bize EDR &zelligi
kazandiriyor. ilk yapmamiz gereken ilgili ajanlari endpoint lerimize kurmak olacak. Biiyiik bir yapida
elbette tek tek kuramayacagimiza gore merkezi olarak dagitmamiz mantikh olacaktir. Ben 6rnegimde
SCCM kullanacagim. (Tiim adimlari géstermeyecegim ) ilk olarak portala eristikten sonra Setings sekmesi
icerisinde Onboarding sekmesini tikliyorum. Configuration connection icerisindeki parametreleri bir
yere kopyaliyoruz.
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© msnomaxgramakon

Settings

O Dasoowas

SCCM konsolunu actiktan sonra applications sekmesine gelerek islemlere basliyoruz. Deployment Types
olarak Script se¢mistim. Programs sekmesine geliyoruz Installation progress kismina asagidaki komutu
yapistiriyoruz. Kirmizi alanlari editlemeyi unutmayiniz. Demo ortamimda internete proxy izerinden
ciktigim icin komuta dahil ettim.

msiexec /i MMASetup-AMDG64.exe /qgn NOAPM=1
ADD_OPINSIGHTS_WORKSPACE_AZURE_CLOUD_TYPE=0 OPINSIGHTS_WORKSPACE_ID=xXXXXXXXX
OPINSIGHTS_WORKSPACE_KEY=xxxxxxxxxxxx AcceptEndUserLicenseAgreement=1
OPINSIGHTS_PROXY_URL=192.168.1.222:3128

- [ :

T2 “i&|Create Prestaged Content File rtto MSIX @b Export X Delete : = - B E
= A R, Eoeer fi= - 0 = i3 T ([
o —— 5 Revision Histary - Reinstate 2 Copy o e " - .
ave lanage Access . reate imulate  Deploy Create Phased Distribute ove iew rope
Create| g nrches » Accounts (i Update Statistics Deployment Type (%) Retire i Refresh Deployment Deployment  Content Classify| g ajatianships +
Search Application Deployment Move Relationships | Prope
€ = [ %+ SoftwareLibrary » Overview » Application Management »  Applications
Software Library < Applicatio =
4 & Overview —L5earch | Secunty $ Search
4 [ Application Management lon 1| Generd Infomation | Application Catalog  References  Distibution Settings | Deploymert Types |Content Locations  Supersedence
= L e fee & eployment types include information about the installation method and the sou or this application
[ App T Degli lude inf bout the install hod and th his appl

m

[E§ License Information for Store Apps

] e od [E] MMA Properties x
Packages

o Approval Requests Install Behavior

[F|
[3{] Global Conditions H  General Content Programs Detection Method User Experience Requirements Retum Codes Dependencies
4 App-V Virtusl Environments 1 Specfy the command to install 1 lication
'V Windows Sideloading Keys Installation program: eement=10 Browse...
[ Application Management Policies . ‘ |
[ App Configuration Policies
) Software Updates Specfy the command to uninstall this application
Operating Sustems Uninstall program: [ | Browse...
# Assets and Compliance Uninstall star in
{5l Software Library
‘Spechy the command to repair this applcation
Bl Monitoring
) Repair program Browse
[Z][; Administration — -

Repair start in:
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Detection Rule olarak Windows Installer secip ilgili parametreyi ekliyorum ve geriye kalan isin makyaj

kisimlarini tamamliyoruz @)

{742D699D-56EB-49CC-A04A-317DE01F31CD}

Detection Rule *

Create a rule that indicates the presence of this application.

Setting Type: Windows Installer e

Specify an MSI product code as the basis for this nule.

Product code: |{?42DEEED-55EB~4KC-AD4A—31F"DED'I F31CD} Browse ...

{®) This M5! product code must exist on the target system to indicate presence of this application

) Thiz M5 product code must exist on the target system and the following condition must be met to indicate presence of
this application:

MSI Property: Version
Operator: Equals
Value:

Son olarak ilgili collection lara mma agent imi dagitiyorum.
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24 Microsoft Monitering Agent Properties
Operations Manager  Azure Log Analytics (OMS)  proxy Settings  Properties

The Microsoft Monitoring Agent can report to multiple Azure Log Analytics (OMS) waorkspaces. You
can add, edit, check the status of, or remove workspaces from this page. Learn more about
connecting computers directly to Log Analytics.

Workspaces:
kspace Id Status Agent Id
F5fd2-0bib-486d... %) The Microsoft Monitoring Agent has successfully ... 47e41f2b-4330-47f7-...
£ >
Add... | | Edit... | | Remove
o | [ el | [ ooy
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Ll Microsoft Monitoring Agent Properties >
Operations Manager  Azure Log Analytics (OMS)  Proxy Setfings  Properties
If this computer requires a HTTP proxy server for connecting to Azure Log Analytics, please enter

h the details here,

IUse & proxy server

Proxy Server: 192.168.1.222:3128

|:| My proxy reguires authentication

Username:

Password:

Cancel | | hosly

Eger yapinizda sunuculariniz internete direk olarak ¢ikmiyorsa OMS Gateway yapilandirmamiz
gerekmektedir. Gerekli port ve URL leri asagidaki dokiimandan okuyabilirsiniz.

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/log-analytics-agent

Ayni adimlar Windows 7 SP1 ve Windows 8.1 icinde gecerli. Yazinin ilerleyen bélimlerinde Windows
Server 2008 R2 SP1, 2012 R2 icin SCEP yapilandirmasini gérecegiz. Simdilik burada birakiyorum.

Windows 10 Onboarding

Bu adimda islemler biraz daha basitlesiyor. ilgili ajanlari group policy veya SCCM ile dagitabiliyoruz.
Ornegimde SCCM ile nasil onboarding islemini tamamlayabilecegimizi gésterecegim. Panelimde
Onboarding sekmesini aglyorum ve isletim sistemi olarak Windows 10 u secip Download package ile
gerekli onboarding yikleme dosyasini indiriyorum ve SCCM sunucuma kopyaliyorum.
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=

©  hasandmdk@ndendion.

o et s
3 e ooy Maragemct

ation and tutonas

plore ations & tutorials @

Dosyanin uzantisinin .onboarding oldugunu kontrol ediniz.

I = | WindowsDefenderATPOnboardingPackage (1) — m] X
5 Home Share View o
| T » ThisPC > tools(E) » Applications » WindowsDefenderATPOnboardingPackage (1) w @ | Search WindowsDefender&TP... 0

-
MName Date medified Type Size
' 7 Quick access .
|| WindowsDefenderATP.onboarding 4/6/2020 1:24 PM ONBOARDING File 8KB
' [ Desktop
¢ ; Downloads

SCCM konsolumuzu agtiktan sonra asset and Compliance sekmesi icerisinde yer alan Windows Defender
ATP Policies sekmesini sag tiklayip Create Windows Defender ATP Policy diyerek islemimize basliyoruz.
Onboarding yapacagimiz i¢in onboarding segenegini secip devam ediyorum.
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VELET CENTeT LONTIGUIETIon Ienager TConNected 10, =

==

ETREZ] (LVaTUaTan, 108 Oays ey

@ &

Create Windows Saved
Defender ATP Policy | Searches =
Create Search
« « [@ W+ asetsandCompliance » Over

Assets and Compliance
| Terms and Conditions
2 Windows 10 Edition Upgrade
[/ Microsoft Edge Browser Profiles
4[] Endpoint Protection

Antimalware Policies

B8 Windows Defender Firewall Policies
& Windows Defender ATP Policies
L3 Windows Defender Exploit Guard

4% Windows Defender Application Guard
4 1 All Corporate-owned Devices
3 Predeclared Devices
» Cios

b [ Windows
2 Assets and Compliance

) software Library

Bl Monitoring

[; Administration

/

& community

[55] Create Windows Defender ATP Policy Wizard

neral Specify general information for this Windows Defender Advanced
Cenfiguration File Threat Protection policy

Agent Configuration

Summary N
Progress [Windaws 10 Onboarding]
Completion P

Policy type

(® Onboarding - Add devices to the online service and start sending threat data for analysis

(7 Offboarting - Remove devices from the orline servics or sxample, when the devics i no
longer managed)

Previous Next > Cancel

x

~@ e

Add Criteria *

Ready

Portaldan indirmis oldugum onboarding dosyasini gosteriyorum ve devam ediyorum.
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9:5 Configuration File

General

Agent Configuration
Summary
Progress

Completion

Create Windows Defender ATP Policy Wizard >
¥

Import the Windows Defender Advanced Threat Protection
configuration file

An administrator of your onganization’s Windows Defender Advanced Threat Protection online
service tenant must export this configuration file for impaort to this policy. Delete the file after importing
or store it in a secure location.

Configuration File:

|E:\.Pnpp|ica1inns\Windows DefenderATPOnboardingPackage {1}\Windn| I Browse...
Organization [D:
[ +=2-2dd363882c55 |

< Previous Mewxt > Summary Cancel

Bu boliim tamamen yapiniz ile alakali.Analiz dosyalarinin cloud a gonderilmesine izin verecek miyiz gibi
ayarlari yapiyoruz . islemi tamamladiktan sonra Windows 10 istemcilerimin oldugu collection a

dagitiyorum.
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Create Windows Defender ATP Policy Wizard >
g;g Agent Configuration
ST Specify the Windows Defender Advanced Threat Protection agent
Configuration File configuration settings
Agent Configuration
Sumrmary Specify which file samples are shared for All file types e
P analysis by the Windows Defender ATP online
S SEMVICE:
Completion )
Telemetry reporting frequency: Naomal w
< Previous Mesxt = Summary Cancel

Onboarding isleminin basarili olmasi i¢in diagtrack servisinin AUTO_START olmasi gerekmektdir. Sorun
yasarsaniz bu bilgi bir kdsede dursun
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d User Experiences and Telemetry

tem

Buraya kadar olan kisimda Onboarding islemlerini tamamladik. EDR ¢6ziimiim{z artik ¢alisir durumda.

System Center Configuration Manager SCEP Yapilandirmasi

Giris boliminde Attack Surface Reduction kismini SCCM ile yapilandiracagimizdan bahsetmistik. MDATP
ve SCEP konularina hakim degilseniz neden buna ihtiyag var sorusu akillara gelecektir. Hemen bu soruyu
cevaplayalim. Yapiyi inceledigimiz zaman EDR teknolojisinden faydalanmak icin MMA ajanlarini
sunucularimiza yiklememiz gerekiyor, bu sayede MDATP portalinda sunucularimizi gérebiliyoruz ve
yukarida detaylica bahsettigimiz CVE agikligi varmi sunucu envanteri gibi verileri artik raporlayabilir hale
geliyoruz. Fakat bu bize koruma saglamamaktadir. Bu noktada da yapiyi ikiye ayiriyoruz. Eger sunucu
tarafinda Windows Server 2016 veya (st(, istemci tarafinda ise Windows 10 OS leriniz mevcut ise
varsaylilan olarak Defender ATP gelmektedir ve Defender ATP ajani aktif ise koruma saglayabiliyoruz.
Fakat bu versiyonlardan dislik isletim sistemi sirimlerine sahipseniz System Center Endpoint Manager’
dan yararlanmamamiz gerekiyor.

Not: Kafa karigikhgina sebep olmamak igin her bir konu baghiginda ilgili 6zelligin destekledigi isletim
sistemlerini paylasacagim. Liitfen ilgili linkleri dikkatlice okuyunuz. (Ozellikle Windows Defender
Exploit Guard bolimiindeki paylastigim kaynaklari dikkatlice okuyunuz)

SCCM Portalimiza eristikten sonra yapilandirmamiza Client Settings’ den basliyoruz. Endpoint
Protection sekmesine geliyoruz. Manage Endpoint Protection client on client computers ayarini yes
olarak degistiriyoruz.
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(S T X e )

Administration
4 Ffl Overview
5] Updates and Senvicing
1 Hierarchy Configuration
%I Cloud Services
4 [ Site Configuration
B3 Sites
EE Servers and Site System Roles
K Client Settings
1 Security
Distribution Points

2 Distribution Point Groups
= Migration

4 7] Management Insights
#& Assets and Compliance

1 Software Library

=Y R E
Create Custom Client Create Custom Client Saved Properties
Davics Settings User Settings Searches +
Creste Search | Properties
« ~ [B \ + Administration » Overview » Client Settings

< Client

* [ searcH

lcon

[A

Default Settings

Background Intelligent Transfer
Client Cache Settings

Client Policy

Cloud Services

Compliance Settings

Computer Agent

Computer Restart

Delivery Optimization

Enreliment

Hardware Inventory

Metered Internet Connections.

Default Settings

Specfy settings that apply to all Gients in the hierarchy, and can be modied by custom setings

Select whether to manage existing Endpoit Protection clients orto install Endpoint Protection on cients.

Device Seltings
Maniage Endpoirt Protection client on client
omputers

Install Endpoint Protection client on client
computers
Allow Endpoirt Protection clent installation [ g -
and restarts ovtside maintenance windows

W windows must be at least 30

Power Management

Remote Tools

Software Center
Software Deployment
Software Inventory
Software Metering
Software Updates

State Messaging

User and Device Affinity

minutes long for client installation

For Windows Embedded devices wih wite [ yeg -
fikers. commt Endpoint Protection cient

installation frequires restarts)

Suppress any required computer restarts after | ygg ~
the Endpoint Protection cliert is installed
Allowed period of time users can postpone a 24 =

required restart to complete the Endpoint

Protection installation frours)

Disable altemate sources (such as Microsoft [ yag o
Windows Update, Microsoft Windows Server

Update Services, or UNC shares)for the initial

securty inteligence update on client

Add Criteria =

computers
Bl Monitoring Windows Analytics
[, Administration
Ikinci adimda ise Antimalware Policy olusturuyoruz.
System Lenter Lonfiguration Manager (Lonnected to HU | - HU Merkez) (Evaluation, |75 days Ief) _
% Home g
5 “. D
Create Import Saved
Antimalware Policy Searches -
Create Search
(- - % » Assets and Compliance » Overview » Endpoint Protection »  Antimalware Policies
{Assets and Compliance < Antimalware Policies 1 items
# User Collections * [Search
¥ Device Collections = o
lean Name Type Order Deployments  Description
User State Migrati
&, User sate Migration Default Client Antimalware Policy Default 10000 0 Settings that apply to all clients in the hierarchy, and can be mo...

7] Asset Intelligence
[ Software Metering

| Compliance Settings

4 |7 Endpoint Protection

@

| Create Antimalware Policy

K Antimatware Policies

Bl Windows Defender Firewall Policies
® Windows Defender ATP Policies
Windows Defender Exploit Guard

4 Windows Defender Application Guard

] All Corporate-owned Devices

#& Assets and Compliance
7 Software Library

Bl Monitoring

Administration

¥2 community

W Import

Tam koruma saglamasi acisindan tiim secenekleri segiyorum.
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[E7 Create Antimalware Palicy

|Genera|

Scheduled scans

Scan settings

Default actions
Real-time protection
Exclusion settings
Advanced

Threat overrides

Cloud Protection Service

Security Intelligence updates

Endpoint Protection Antimalware Policy

Specify the name and a description for this Endpoint Pratection antimalware policy. The settings
defined in this policy overmide the default settings when this policy is assigned to a collection.

Mame: |

o

Description:

[+] Scheduled scans

Scan settings

Default actions

Realtime protection
Exclusion settings
Advanced

Threat ovenides

Cloud Protection Service
ecurty Intelligence updates

oK || cancel
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AntiMalware Policy

Desteklenen sirlimler (Server,Client)
System Center Configuration Manager (SCCM) Current Branch (CB)
Microsoft Defender Antivirus

e Windows Server 2019
e Windows Server 2016
e Windows 10

System Center Endpoint Protection

Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2 SP1
Windows Server 2008 SP2

Windows 8.1
Windows 8
Windows 7 SP1
Windows Vista

Scheduled Scan sekmesinde tarama tipini, glinlinii , saatini CPU kullanimini kisitlama gibi ayarlari
yapabiliyoruz.
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[E7 Create Antimalware Palicy

General

Scheduled scans

Scan settings

Default actions
Real-time protection
Exclusion settings
Advanced

Threat overrides

Cloud Protection Service

Security Intelligence updates

Scheduled scans

The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.

Custom policies ovemide the default policy.

Specify scheduled scan settings

|‘5’\ Run a scheduled scan on client computers:

Scan type:
Scan day:

Scan time:

Run a daily quick scan on client computers:

Daily quick scan schedule time:

Check for the latest security inteligence
updates before running a scan:

Start a scheduled scan only when the
computer is idle:

Force a scan of the selected scan type f
client computer is offline during two or mare
scheduled scans:

Limit CPU usage during scans to (%)

Yes
Full Scan

Saturday

kv

300 AM =

Cancel

Scan Settings sekmesinde nelerin taranacagi(harici cihazlar, arsiv alanlari, e mail igerisindeki ekler,
network dosyalari vb..) kullanicilara kontrol verip vermeyecegimizi belirleyebiliyoruz.
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[&7] Create Antimalware Policy

General

Scheduled scans

Scan settings

Default actions
Real-time protection
Exclusion settings
Advanced

Threat overrides

Cloud Protection Service

Security Intelligence updates

Scan settings

B The settings that you specify in this policy apply to all Endpeint Protection clients in the hierarchy.

Custom policies ovenide the default palicy.

Specify scan settings

Scan email and email attachments:

Scan removable storage devices such as
USB drives:

Scan network files:

Scan mapped network drives when running
a full scan:

Scan archived files:

Allow users to configure CPLU usage during
scans:

User control of scheduled scans:

Yes

Yes

Yes

Yes

Mo

Mo control

e

Default Action sekmesinde zararli yakalandigi zaman nasil aksiyon alinacagini belirliyoruz.

Cancel
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[&7] Create Antimalware Policy

G [ .
Eners Default actions

Scheduled scans
) IE The settings that you specify in this policy apply to all Endpeint Protection clients in the hierarchy.
Scan settings Custom policies ovemide the default policy.

Default actions |

Real-time protection Specify how Endpoirt Protection respands to threats classified according to the following alert levels. The

Exclusion settings recommended response for each threat is specified in the securty intelligence files.

Advanced Specify default actions
Threat D\remd.es | |é_ Severs: Quarantine -
Cloud Protection Service =

High: Guarantine w
Security Intelligence updates

Medium: Quarantine ~

Low: Allow w

Cancel

Real-time protection ayarlarimiz igerisinde dikkatlice yapilandirmamiz gereken sekmelerden en kritik
olani diyebilirim. Endpoint lerimizdeki dosya veya uygulamalarin aktivitesini, davranissal analizi aktif
edebilecegimiz , Network tabanli exploit lere karsi koruma sagladigimiz ve gelen/ giden dosyalarin
taranip taranmayacagini belirleyecegimiz ayarlarin bulundugu boélimddir.
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[&7] Create Antimalware Policy

General

Scheduled scans
Scan settings
Default actions

| Real-time protection

|Exc|usion settings

Advanced
Threat overrides
Cloud Protection Service

Security Intelligence updates

Real-time protection

The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.

Custom policies ovemide the default policy.

Specify real4ime protection settings

Ij_ Enable realtime protection:

Monitor file and program activity on your
computer:

Scan system files:

Scan all downloaded files and enable explait
protection for Intemet Explorer:

Enable behavior montoring:

Enable protection against network -based exploits:

Allow users on client computers to configure
realtime protection settings :

Enable protection against Potentially Unwanted
Applications at download and prior to installation:

Yes v

Yes v

Scan incoming and outgoing files

Yes ~
fes w
Yes ~
No ~
fes ~

Exclusion Settings sekmesinde ise taranmasini istemedigimiz dosya, dizin vb. var ise tanimlayabiliyoruz.
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General . .
Exclusion settings
Scheduled scans
. Iﬂ The settings that you specify in this policy apply to all Endpeint Protection clients in the hierarchy.
1 Scan settings Custom policies overide the default policy.
Default actions
Real-time protection
| Exclusion settings T"'
Advanced Specify excluded files - . and processes
Th Configure File and Felder Exclusions _—-—--Y"--—_.-L
Clg /
Sed You can exclude files and folders from a scan to help scans complete faster. However, this might Set
increase the risk of a malware incident. When you exclude a folder from a scan, you can also exclude
the subfolders and files that the specified folder contains. Set
Example: %windir’\explorer.exe, “windir’ \system32
Files and folders:
‘uwindir i \Software Distribution\Datastore\Datastore edb e
Add
MName ~ Remove
“windir’\Software Distribution\Datastore \Datastore edb
“windiri\Software Distribution . Datastore\Logs'\Res” log
Swindir i\ Software Distribution*Datastore Logs \Res” jrs
“windir’\Software Distribution Datastore \Logs\Edb chk
Swindir i\ Software Distribution*Datastore Logs  Tmp edb
“windirii\Securty\Database'.” edb
Swindiri\Securty'\Database” sdb
“windiri.\Securty\Database’" log
SwindiriL\Security\Database™.” chk v
QK Cancel
T
DK Cancel

Advanced sekmesinde ise bir tarama baslatildiginda son kullaniciya bunu pop-up ¢ikarip gosterecek
miyiz ? Yakalanan bir zararli temizlenmeden 6nce restore point olusturacak miyiz ? Kullaniciya bu
zararhyi silme icin yetki verecekmiyiz? Karantinaya alinan bir zararliyi ne zaman silecegiz ? gibi ayarlari
yapilandirabiliyoruz.
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[&7] Create Antimalware Policy

General

Scheduled scans
Scan settings
Default actions
Real-time protection

Exclusion settings

Advanced

Threat overrides
Cloud Protection Service

Security Intelligence updates

Advanced

The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.

Custom policies ovemide the default policy.

Specify advanced settings

o Create a system restore point before

1¥5

s

computers are cleaned:
Disable the client user interface:

Show notifications messages on the client
computer when the user needs to run a full
scan, update securty inteligence, or un
‘Windows Defender Offline.

Delete quarantined files after (days):

Allow users to configure the setting for
quarantined file deletion:

Allow users to exclude files and folders, file
types, and processes:

Allow all users to view the full History results:

Enable reparse paint scanning:

Randomize scheduled scan and security
inteligence update start times (within 30
minutes):

Enable auto sample file submission to help
Microsoft determing whether certain detected
items are Malicious:

Allow users to modify auto sample file
submission settings:

No

Ne

Na

0

Ne

Na

Na
Yes
Yes

No

Na

4k

Cancel

Security Intelligence Updates sekmesinde ise endpointlerin kag saatte bir kontrol edilecegi ayarini

belirliyoruz. Bu béliimde yapilandirmamiz gereken kritik bir ayar bulunmaktadir. Set Source butonunu

tiklayarak hangi kaynaklardan bu update lerin alinacagini belirliyoruz.
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[E7 Create Antimalware Palicy

G I . .
=ner Security Intelligence updates

Scheduled scans
. The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Scan settings Custom policies ovemide the default policy.

Default actions
Real-time protection

Exclusion settings

Advanced Configure how Endpoint Protection clients will receive security intelligence updates
Threat overrides \:;_ Check for Endpoint Protection 4 2
security inteligence at a specific

Cloud Protection Service = rterval thours):

(0 = disable check on interval)

Check for Endpoint Protection 200 AM |2

security inteligence daily at:
(Only corfigurable if interval-based
check is disabled)

Force a security inteligence update | yaq —
the client computer is offline for more

than two consecutive scheduled

updates:

|Security|nte||igence updates |

Set sources and order for Endpoint Set §
Protection security inteligence 4 sources selected i
updates:

ff Corffiguration Managerisusedasa |24
source for security inteligence

updates, clients will only update from
altemative sources if security

intelligence is older than (hours):

4k

f UNC file shares are selected az a
security inteligence update source, {none) I
specify the UNC paths:

Cancel

Ornegimde ilk secenek olarak UNC Path’ den kontrol etmesini ve degisiklik var ise ilgili update leri
almasini istiyorum. ikinci secenek olarak SCCM’ i segiyorum.
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General

Security Intelligence updates

Scheduled scans
Scan settings
Default actions
Real-time protection

Exclusion settings

E The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.

Custom policies ovenide the default policy.

Advanced Configure how Endpoint Protection clients will receive security intelligence updates

Threat overrides %— | Check for Endpaint Protection 4 B

¥
Cloud Protection Service

|Securitylntelligence updates |

-

|[H security inteligence at a speciic
interval (hours):
{0 = disable check on interval)

Check for Endpoint Protection
security inteligence daily at:

{Only configurable f interval-based

check is disahled)

Configure Definition Update Sources

contacted.

This setting allows you to define the order in which different defintion update sources should be

Updates from LINC file shares

[] Updates distributed from WSLUS

Updates distributed from Corfiguration Manager

[] Updates distributed from Microsoft Update
[l Undates distributed from Microsoft Malware Protection Center Set Paths

Up

Cancel

OK Cancel

Bu noktada akillara su soru gelmektedir. UNC Path belirttik iyi hos ama nasil otomatik olarak
glncellemeleri indirip sunucu ve istemcilere gonderecegiz ?

ilk olarak asagidaki linkte yer alan Powershell Script’ i indiriyoruz ve yazana tesekkiir etmeyi

unutmuyoruz.

https://gallery.technet.microsoft.com/scriptcenter/SCEP-Definition-Updates-to-fde57ebf

Yapimiza gore ilgili paketlerin indirilecegi bolimi degistiriyoruz.
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https://gallery.technet.microsoft.com/scriptcenter/SCEP-Definition-Updates-to-fde57ebf

B windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

= = B x| 9~ b 3B w B Bool ;.

downloadscepupdates.ps1® X &
13 .NOTES
14 Script name: downloadscepupdates.psl
15 Version: 1.1
16 Author: André Picker
17 Contact: @cT1entmgmt
18 DateCreated: 2014-07-22
19 LastUpdate: 2015-08-12
20 #=
21
22 ====s ZE=EEs === ==s ==
23  # Define the target path
25 Spathx86 "E:%SCEP-DefinitionUpdates'\x86%"
26 Spathxe4 "E:\SCEP-DefinitionUpdate’x64""|
7 sz saazs e s PTLI N -
28
29  f$wc = New-Object System.MNet.WebClient
30
31 e "====== &=
32 # Proxy-Settings
34 Swc. Proxy = [System.MNet.WebRequest]: :DefaultWebProxy
35 Swc. Proxy.Credentials = [System.Net.CredentialCache] : :DefaultNetworkCredentials
37
I8 # x64 sepsEaEs S . S o R R R R I B RS SRR B
39

:ZSCEP-DefinitionUpdates=

ilgili Powershell Script’ i siirekli manuel ¢alistiramayacagimiza gore Task Schedular ile bu bélimii
otomatize ediyoruz.
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(B Create Task

General Triggers Actions Conditions Settings

Mame: SCEP Definition Updates
Location: \

Author HDMscocmadm
Description:

Security options

When running the task, use the following user account:

HMsccmadrm Change User or Group...
() Run only when user is logged on
(®) Run whether user is logged on or not

[] Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

] Hidden Configure for: | Windows Vista™, Windows Server™ 2008
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Mew Trigger

Begin the tazk: | On a schedule ~
Settings

) One time Start: | 411472020 [E- | |11:55:59AM = | [] Synchronize across time zones
®) Daily

|1
O Weekly Recur every: days

() Manthly

Advanced settings

[] Delay task for up to (random delay): 1 hour

Repeat task every: |3 hour v| for a duration of:

[] Stop all running tasks at end of repetition duration

Stop task if it runs lenger tham: |‘I hour W
[ Expire: | 47142021 11:56:00 AM <
[ ] Enabled

Action kisminda scriptimizi tanimliyoruz.(Yapiniza gére editlemeyi unutmayiniz)

-file "E:\SCEP-DefinitionUpdate\downloadscepupdates.ps1"
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{® Create Task

Wit

General Trigger

Actions| Conditions  Settings

When you cre

Action

A

& total

t 4/14/2020 11:53:38

Mew Action

You must specify what action this task will perform.

Action: | Start a program
Settings

Program/script:

| powershell.exe

Add arguments (optional):

Start in (optional):

| Browse...
|Nn|oadscepu pdates.ps1" | '
Cancel

Test icin manuel olarak galistiriyorum ve basarih sekilde ilgili dosyalarimin indirildigini gériyorum.

=== B

@ Task Scheduler (Local)
v | Task Scheduler Library

> [ Microsoft
| = | X64
<« v

# Quick access
[ Desktop

3 Downloads
Documents
[&=] Pictures

2., Local Disk (C2)

Name Status Triggers
(B BITS.CCM_L.. Ready At 4:40 PM every day - After triggered, repeat every 12:00:00 for a duration of 1day.  4/14/2020 4:40:00 PM  4/14/2020 11:15:12AM  The oper| | 125k Schedulerl
(3 SCEP Definit., Run.. At 11:33 AM every day - After triggered, repeat every 03:00:00 for a duration of 1 day. 4/14/2020 25539 PM  11/30/1999 1200:00 AM  The task E Create Basic
(% User Feed S.. Ready At 5:47 PM every day - Trigger expires at 4/14/2030 5:47:32 PM.

Share View

» ThisPC » tools(E) » SCEP-DefinitionUpdate » X4

MName Date modified

[®] mpam-d.exe 471472020 12:02 PM

12:01 PM

12:02PM

[E] mpam-fe.exe
[ nis_full.exe

LY U T

Type
Application
Application

Application

Mext Run Time Last Run Time Last Run| | Actions

4/14/2020 5:47:32 PM - 4/14/202011:13:12 AM  The ope

© Create Task

- o x
- @

w|® | Search X64 y=l
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Daha sonra ilgili Path i asagidaki UNC Path bolimiinde tanimliyorum.

[®2] Create Antimalware Polic it

General

Scheduled scans

Scan settings

Security Intelligence updates

The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
st Jici. ida the Aof ot Li

Default actions
Real-time protecti
Exclusion settings
Advanced

Threat overrides

Cloud Protection §

Security Intelligen

Configure Security Intelligence Update UNC Paths d

This policy setting allows you to configure LINC file share sources for downloading security inteligence
updates. Sources will be contacted in the order specified. f you disable or do not configure this setting,
the list will remain empty by default and no sources will be contacted.

B updates
LINC path:
| Add |
Name Remove
YWSCCM-5QLNSCEP-DefintionUpdate
it Source

et Paths |

DK Cancel

DK Cancel

Yapilandirmamizi tamamladiktan sonra Antimalware Policy ayarini ilgili Collection’ lara dagitmayi

unutmayiniz.

Page62



ystem Lenter Lonfiguration Manager (Lonnected to HU | - HU Merkez) (Evaluation, | /3 days left)
Home

b . Il » 1 Copy (3 Refresh E'} 3 D
\* @
. 7X Delete
Create Impert | Saved Increase Decrease Export Merge Deploy | SetSecurity | Properties
Antimalware Policy Searches~ | Priority  Priority Scopes
Create Search Client Settings Deployment | Classify | Properties
s \ b Assetsand Compliance » Overview » Endpoint Protection »  Antimalware Policies
|Assets and Compliance « Antimalware Policies 2 items
# User Collections - Tea X Search
4 ¥ Device Collections =
. lcon | Name Type Order  Deployments | Description
=1 Defender ATP . )
_[Z]  Default Client Antimalware Policy Default 10000 0 Settings that apply to all clients in the hierarchy, and can be mo..
2, User State Migration %] Windows Defensar D s B T
b [ Asset Intelligence Increase Priority
1= Software Metering Decrease Priority
» [ Compliance Settings ¥ Export
4[] Endpoint Protection E 2 Copy
ks Antimalware Policies Windows_Defender Merge
B8 Windows Defender Firewall Policies (3 Refresh F5
Properties Description
©) Windows Defender ATP Policies 7< Delete Delete
L3k Windows Defender Exploit Guard L Priorit: 3
. Deployments: = Deploy
Windows Defender Application Guard .
@ Set Security Scopes
# Assets and Compliance =] Properties
ﬁ Software Library File Properties
B Monitoring Date Created: 4/14/2020 12:13 PM
, N Created By: HD\sccmadm
[, Administration Date Modified: 4/14/2020 12:13 PM
= ) Modified By: HD\sccmadm
25 Community
Summary | Deployments |
Ready

Windows Server 2008 R2 sunucumda Endpoint Protection ajaninin yiiklendigini gériiyorum fakat giincel

degil.
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Recyde Bin

¥ System Center Endpoint Protection
PC status: At risk

This app requires up-to-date virus and spyware definitions. You'll need to install the
latest definition updates before scanning your PC.

Scan options:
@ Quick
& Full

€ Custom

€ Real-time protection: off

©) Virus and spyware definitions:  Out of date Scan now l

_

Scan details
Scheduled scan: Saturday around 2:00 AM (Full scan) | Change my scan schedule
Last scan: No scheduled scan performed

oed B & [0 PR Ji

Update butonunu tikliyorum ve basarili sekilde ilgili UNC Path’ den giincellemerin gekildigini
gozlemliyorum.
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System Center Endpoint Protection

PC status: Protected

Your PC is being monitored and protected.

® Real-time protection: On
& \Virus and spyware definitions:  Up to date

Scan details

Scheduled scan: Saturday around 2:00 AM (Full scan) | Change my scan schedule

Last scan: Mo scheduled scan performed

Scan options:

(®) Quick
(I Full

(") Custom

Scan now
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Windows Defender Exploit Guard

Desteklenen isletim Sistemleri
System Center Configuration Manager (SCCM) Current Branch (CB)
Microsoft Defender Antivirus

e Windows Server 2019
e Windows 10 1909
e Windows 10 1903
e Windows 10 1809
e Windows Server, 1803
e Windows 10 1803
e Windows 10 1709

Desteklenmeyen isletim Sistemleri
Microsoft Defender Antivirus

o Windows Server 2016
e Windows 10 1703
e Windows 10 1607
e Windows 101511
e Windows 10 1507

System Center Endpoint Protection

e  Windows Server 2012 R2

e Windows 8.1

e Windows Server 2012

e Windows 8

e Windows Server 2008 R2 SP1
e Windows 7 SP1

e Windows Server 2008 SP2

e Windows Vista

Exploit Guard 6zelligi sayesinde 6zellikle sifirinci glin saldirilari, kot amach yazilimlar, sofistike
saldirilar,imza tabansiz zararlilar, Filess tehditler, Ransomware ataklari, Hardware lere karsi yapilan
saldirilar ve daha fazlasina karsi koruma saglamaktadir.
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® Highly stealthy threats

Suspidous files

inspection by
multiclass, deep
neural netwerk

L ]
. Malware
L] ® encounter
[ ]
o« % o
o [ ]
o * —
[ ] [ ] ® * o
®e o .
1
® MALWARE ® o o
e o @ ® [
¢ ° . *
_4-—'_'_'_'_'_
® e ® L] ® f_,—f"
L
o ¢ ¢ 5 |
® ® ° am ple
® E Cloud metadata uploaded for
L ] Client ML-powered
® Heuristics, cloud niles
behavior, and IFk
classifie
L BN local ML models o

A 4

Big data
Automatically
classify threats
based on signals
from the
Micresaft
IrtelBgent
Sequrity Graph

Detonation

Suspidious files
are exequted in
a sandbox for
dynamic ana bysis

Kisa agiklamadan sonra yapilandirmamiza gecebiliriz. SCCM konsolumuzu aglyoruz ve Endpoint

Protection sekmesi icerisinde yer alan Windows Defender Exploit Guard sekmesine geliyoruz ve Create

Exploit Guard Policy ile islemimize baslyoruz.

System LEenter LONNguration Manager [Lannected 1o HU | - HU Merkez) (Evaluation, |73 gays 1eft)

-

e [B

Create Exploit Saved

Guard Policy | Searches =
Create Search
€ =[G \ » AssetsandCompliznce » Oveniew b Endpoint Protection » Windows Defender Exploit Guard

Assets and Compliance < Windows Defender Exploit Guard 0 items

# User Collections * [Search
& Device Collections = .
lcon  Mame Description | Deployed
&, User State Migration
» [ Asset Intelligence W

=L Software Metering
» [l Compliance Settings

4 | Endpoint Protection

Date Modified

K Antimalware Policies Lak Create Exploit Guard Policy

8 Windows Defender Firewall Policies
& Windows Defender ATP Policies

L3 Windows Defender Exploit Guard

i3 Windows Defender Application Guard

» 1 All Corporate-owned Devices -

@ No items found.

Kuralimiza isim veriyoruz ve Exploit Guard igerisinde neleri aktif etmek istiyorsak ilgili secenekleri

segiyoruz.

Search
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[57] Create Windows Defender Exploit Guard Policy o

8\5 General

sl Specify general information

Attack Surface Reduction

Controlled Folder Access

Metwork Protection Windows Defender Exploit Guard provides intrusion prevention rules and policies that make
G vulnerabilities more difficult to exploit in Windows 10.

Progress
Leam more about Exploit Guard

Completion
Name:

Attack Surface Policy

Description:

Enable Exploit Guard components:
Attack Surface Reduction

Cortrolled folder access
[] Exploit protection
Metwork protection

Mext > Summary Cancel
< >

Dikkatli Okuyunuz ! Batman olmaya calismayiniz, projedeki bir hata sizi Joker yapabilir @

e Yapilandirmaya kesinlikle Audit Mode olarak baslayiniz.

o lgili ayarlari tiim yapiya dagitmadan testlerinizi var ise test ortaminda yapiniz.

e Eger bu proje bir Girlind diger Grlnle degistirme(Replacement) ise exclusionlari ok dikkatli
sekilde eski ortamdan yeni ortama tasiyiniz.

e Hypervisor katmaninda bir koruma sagliyorsaniz ve bunu MDATP + Scep ile yeniliyorsaniz
Performans testlerini yapmanizi tavsiye ederim. ilgili testte baslamadan énce 6zellikle Storage
Uzerindeki 1/0O degerlerini not aliniz ve Full Scan vb testleri baslatip tekrar degerleri kontrol
ediniz.

Not: Tim ayarlarin agiklamasina tek tek girmeyecegim. Liitfen detay bilgi icin erisimi ¢cok zor olan Bing’
den yararlaniniz.

Page68



Attack Surface Reduction

System Center Configuration Manager (SCCM) Current Branch (CB)
Desteklenen isletim Sistemleri
Microsoft Defender Antivirus

e Windows Server 2019
e Windows 10 1909
e Windows 10 1903
e Windows 10 1809
e Windows Server, 1803
e Windows 10 1803
e Windows 10 1709

Desteklenmeyen isletim Sistemleri
Microsoft Defender Antivirus

e Windows Server 2016
Windows 10 1703
Windows 10 1607
Windows 10 1511
Windows 10 1507

System Center Endpoint Protection

e  Windows Server 2012 R2
Windows 8.1

Windows Server 2012
Windows 8

Windows Server 2008 R2 SP1
Windows 7 SP1

Windows Server 2008 SP2
Windows Vista

ASR ile birlikte asagidaki atak vektoérlerine karsi koruma sagladigimizi belirtmistik.
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Behavior

Memory Command

L . . . AMSI
Monitoring Scanning Line Detection
\ J \ J \
+ File System + Quick Scan Especially Instrumentation of:
+ Boot/Volume + On system events effective + Javascript
* Registry + Ad-hoc requests against: » VBScript
* Process / by BEM + LOLBIN » Macro
DLLs + Defeats + LOLBAS + Powershell
* Network Palymorphism + Obfuscation « WMI
* Code injection * Dotnet

Zararllar en fazla ofis dokiimanlari, phishing saldirilari, Javascript, Vbscript ler Gzerinden bulagsmaktadir.
Attack surface reduction 6zelligi ile birlikte malware lere karsi etkin koruma saglayabiliyoruz.

Create Windows Defender Exploit Guard Policy X
gg Attack Surface Reduction
&=l Configure Attack Surface Reduction
| Attack Surface Reduction
Controlled Folder Access
Network Protection Attack Surface Reduction helps prevent actions that malware exploit to infect devices.
I Leam more about Attack Suface Reduction
Progress
Completion Files and folders to exclude from Attack Surface Reduction rules: Set...
Email threats: ~
Block executable content from email client and webmail: Audit -
Office threats:
Block Office applications from creating child processes: Audit -
Block Office applications from creating executable content: Audit -
Block Office applications from injecting code into other processes: |y g4 -
Block Win32 AP calls from Office macros: Audit -
Scripting threats:
Block JavaScript or VBScript from launching downloaded Audit -
executable content:
Block execution of potentially obfuscated scripts: Audit - v
< Previous MNext » Surmmary Cancel
< >

Eger yapiniz igerisinde harici cihazlari(USB, External HDD vb) bloklamak istiyorsaniz ayarimizi burada
yapiyoruz.
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Ransomware threats:
|se advanced protection against ransomware: Audit -

Operating system threats:

Block credential stealing from the Windows local securty authority Audit V
subsystem:
Block executable files from running unless they meet a Audit -

prevalence, age, or trusted list criteria:

BExtemal device threats:

Block untrusted and unsigned processes that run from LSB: Audit V

= Previcus Mext » Summary Cancel
< >

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface-reduction

Exploit Protection

Bildiginiz Gzere exploit protection Enhanced Mitigation Experience Toolkit(EMET) in yerine geldi
diyebiliriz. Bildiginiz tizere EMET 31 Temmuz 2018’ de expire oldu.Hali hazirda EMET kullaniyorsaniz ilgili
kural ConvertTo-ProcessMitigatinPolicy -EMETFile.xml -outfilepath file.xml seklinde export edip
Exploit protection icerisinde tanimlayabilirsiniz.
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[57] Create Windows Defender Exploit Guard Policy x

gg Exploit Protection

vl Configure Exploit protection
Exploit Protection
Summary
Progress Exploit protection attempts to mitigate exploits that target operating system processes and apps.
. These settings can be exported from the Windows Defender Security Center app on Windows
Completion 10 devices

Leam more about Exploit protection

Exploit protection XML:

‘0 Browse...

Example: \\Server'.Share'\File xml

< Previous Mext » Cancel

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/exploit-protection

Control Folder Access

Desteklenen isletim Sistemleri
System Center Configuration Manager (SCCM) Current Branch (CB)
Microsoft Defender Antivirus

e Windows Server 2019
e Windows 10 1909
e Windows 10 1903
e Windows 10 1809
e Windows Server, 1803
e Windows 10 1803
e Windows 10 1709

Desteklenmeyen isletim Sistemleri
Microsoft Defender Antivirus

e Windows Server 2016
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e Windows 10 1703
e Windows 10 1607
e Windows 101511
e Windows 10 1507

System Center Endpoint Protection

e Windows Server 2012 R2

e Windows 8.1

e  Windows Server 2012

e Windows 8

e Windows Server 2008 R2 SP1
e Windows 7 SP1

e Windows Server 2008 SP2

e Windows Vista

Son senelerde bildiginiz Gizere Ransomware ataklari ciddi artis gosterdi ve firmalar ¢ok ciddi veri ve para
kaybettiler. ilgili ayar ile bu atagin 6niine gecebiliyoruz. Bu bdlimde Audit Disk Sector Only secenegini de
secebilirsiniz ve bir sonraki asamada Block rule olarak Block Disk Sector seklinde yapilandirabilirsiniz. Bu
tamamen neyi ne kadar korumak istediginiz ve yapiniz ile alakali.
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Create Windews Defender Exploit Guard Policy X

gﬂ Controlled Folder Access

Gepetal Configure Controlled folder access
Attack Surface Reduction
Controlled Folder Access|
MNetwork Protection Controlled folder access blocks malicious or suspicious apps from changing files in protected
5 folders. Protected folders include common system folders. You can specify additional protected
ummary folders below.
Progress
Completion Leam more about Controlled folder access
Configure Controlled folder access: Audit ~
Allow apps through Controlled folder access: Set...
Additional protected folders: Set...
< Previous Mext » Summary Cancel

Ornegin Additional protected folders secenegi ile korumak istediginiz dosyalarin dizinlerini burada
tanimlayabilirsiniz. Ayni kisitlamayi uygulamalar iginde yapabiliyoruz.
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Protect Additional Folders X

Add protected folders by typing the folder path. Add muttiple folders by entering each on a new line.
Common system folders like Desktop, Documents, and Pictures are protected by default.

Additional protected folders:

| Add I
Name Remove
E:\DefenderATP
OK Cancel

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/controlled-folders

Network Protection

Desteklenen isletim Sistemleri
System Center Configuration Manager (SCCM) Current Branch (CB) running:
Microsoft Defender Antivirus

e  Windows Server 2019
e Windows 10 1909
e Windows 10 1903
e Windows 10 1809
e Windows Server, 1803
e Windows 10 1803
e Windows 10 1709

Desteklenmeyen isletim Sistemleri
Microsoft Defender Antivirus

e Windows Server 2016
e Windows 10 1703
e Windows 10 1607
e Windows 101511
e  Windows 10 1507
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System Center Endpoint Protection

e Windows Server 2012 R2

e Windows 8.1

e Windows Server 2012

e Windows 8

e Windows Server 2008 R2 SP1
e Windows 7 SP1

e Windows Server 2008 SP2

e Windows Vista

ilgili secenegin yapilandirilmasi halinde reputasyonu diisiik olan Domain lerle olan baglanti
engellenecektir. Bu ayari aslinda Microsoft Defender Smartscreen’ in devami gibi
duslinebilirsiniz.Microsoft Defender Smartscreen bizi yemleme saldirilari, zararli iceren web siteleri,
uygulamalar, indirilen ve potansiyel tehdit olusturan tehditlere karsi korumaktadir.

+-| Create Windows Defender Exploit Guard Policy X
9)5 Metwork Protection
Ead Configure Network protection

Attack Surface Reduction

Controlled Folder Access

Network Protection Network protection helps minimize the attack suface on devices from intemet-based attacks
5 The service restricts access to suspicious domains that might host phishing scams, exploits,

ummary and malicious content
Progress
Completion Leam more about Metwork protection
Configure Network protection: Audit ~
< Previous Mext » Summary Cancel
< >

Bu adimla birlikte artik yapilandirmamizi tamamliyoruz. Son olarak da ilgili ayari ilgili Collection’ a
uyguluyoruz.
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SySTem Lenter LONMGUIAtIon MIaNager [LONNECTed T0 MU | - MU MErkez) (EValuation, 1145 aays 1er)
Home

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/network-protection

Windows Defender ATP Policies

System Center Configuration Manager (SCCM) Current Branch (CB)
Microsoft Defender Advanced Threat
Desteklenen isletim Sistemeri

e Windows 10, version 1909, 1809, 1803, 1709
e Windows Server 2019

https://support.microsoft.com/en-us/lifecycle/search?alpha=Windows%2010%201909
https://support.microsoft.com/en-us/lifecycle/search?alpha=Windows%2010%201903
https://support.microsoft.com/en-us/lifecycle/search?alpha=Windows%2010%201809
https://support.microsoft.com/en-us/lifecycle/search?alpha=Windows%2010%201803
https://support.microsoft.com/en-us/lifecycle/search?alpha=Windows%2010%201709

ilgili béliim Windows 10 Onboarding bashg altinda anlatiimistir.

Windows Server 2016 Defender ATP Kurulumu

Bir dnceki bolumumiizde Windows Server 2008 R2 SP1, 2012 R2 , Windows 7/8.1 isletim sistemlerine
SCEP ajani kurulumunu anlatmistim. Windows Server 2016 isletim sisteminde hali hazirda bu 6zellik

-~ @M @
= (3 Refresh ; 0
Laa D 3 Refres = 8 D
w ' 7< Delete
Create Exploit | Saved Deploy | SetSecurity | Properties
Guard Policy | Searches + Scopes
Create Search | Windows Defender Exploit Guard | Deployment | Classify | Properties
« + [Z& \ » Asetsand Compliance » Overview » Endpoint Protection » Windows Defender Exploit Guard =F
JAssets and Compliance « Windows Defender Exploit Guard 1 items
# User Collections Search Search | Add Criteria
4 & Device Collections =
leon | Name Description | Deployad  Date Modified
Defender ATP
. - betender l Attack Surface Palicy No 471472020 12:28 PM
R, User State Migration Q) [Retreeh =
7 Asset Intelligence X | Detete -
[ Software Metering )
&» Deploy
| Compliance Settings
4 [ Endpoint Protection E & Set Security Scopes
K Antimalware Policies Attack Surl [5] Properties v
B8 Windows Defender Firewall Policies
General Compliance Statistics
© Windows Defender ATP Policies
L2 Windows Defender Bxploit Guard Revision: 1 Compliance Count; 0
= Created By: HD\sccmadm Failure Count: o
£3 Windows Defender Application Guard . DateCreated: 4/14/2020 12:28 PM Noncompliance Count: 0
Date Modified: 4/14/2020 12:28 PM
& Assets and Compliance Deployed: Mo
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mevcut fakat aktif olmadigini varsayalim. Yine imdadimiza SCCM yetisiyor bu sefer Powershell’ den
kiicuk bir yardim alagacagiz. Bildiginiz Gizere SCCM igerisinde script 6zelligi mevcut ve Powershell’ i
destekliyor. Bende bunu kullanarak Defender ATP’ yi aktif hale getirecegim. Install-WindowsFeature -
Name Windows-Defender-GUI komutunu script icerine kopyaliyorum, elbette script dili powershell
olmali. Daha sonra next next diyerek islemimi tamamliyorum ve ilgil script i Windows Server 2016
Collection larina dagitiyorum. Bu islemden sonra sunucularin restart edilmesi gerekmektedir !!!

[ Bystem Lentér Lontiguration Manager (Lonnected to HUT -

—

[7] Create Script

|=5> ):’“ gg Script Details

Create Saved

Script | Searches v — .
Specify script details

Create Search

&« = [P\ » Software Library » Overview »

Software Library
| Automatic Deployment Rules
[} Third-Party Software Update Catalogs
| Operating Systems
4[] Windows 10 Servicing
5] All Windows 10 Updates
|2 Servicing Plans
4] Windows Update for Business Policies
4 [ Desktop Analytics Servicing
5 Deployment Plans
g Connection Health
4[] Office 365 Client Management
5] Office 365 Updates
P Scripts

& Assets and Compliance
{5l Software Library

Bl Monitoring

7], Administration

22 Community

Ready

Summary
Progress

C leti
empletion Specify the script to be exectited on client devices.

Script name:. Enable Defender ATP

Script language PowerShell 4

Seript: Import

Clear

Install WindowsFeature -Name Windows-Defender-GUI|

Next > Summary

Cancel

Last Update Time
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Group Policy ile Windows Defender Exploit Guard Yapilandirma

Attack Surface Reduction

Configure Attack Surface Reduction Rules

=] Group Policy Management Editor - x
File Action View Help

e nE = BHEl T

1 Sound Recorder || Setting State Comment
[ Speech [ Attack Surface Reduction
[] Store [ Controlled Folder Access
5 g .?.:Elce::lg settings [ Network Protection
] Task Scheduler
7] Text Input

1 Windows Calendar
7] Windows Color System
7] Windows Customer Experience Improvement Program
w || Windows Defender Antivirus
] Client Interface
1 Exclusions
5] MAPS
[~ MpEngine
[ 7] Network Inspection System
] Quarantine
1 Real-time Protection
1 Remediation
| Reporting
7 Scan

[ 7] Signature Updates
=T

v || Windows Defender Exploit Guard
7] Attack Surface Reduction
7| Controlled Folder Access
[ Metwork Protection

[ 7| Windows Defender Exploit Guard

. 1 Windows Eor Reportng
Group Policy ile yapilandirma kismi malesef biraz daha mesakatli diyebilirim. Bu béliimde de degere 2
vererek baslangic icin Audit olarak yapilandiriyorum.

Rule Description Rule GUID

Block all Office applications from creating child D4F940AB-401B-4EFC-AADC-AD5F3C50688A
processes

Block Office applications from creating 3B576869-A4EC-4529-8536-B80A7769E899
executable content

Block Office applications from injecting code 75668C1F-73B5-4CF0-BB93-3ECF5CB7CC84

into other processes

Block JavaScript or VBScript from launching

downloaded executable content D3EO037E1-3EB8-44C8-A917-57927947596D
Block execution of potentially obfuscated 5BEB7EFE-FD9A-4556-801D-275E5FFC04CC
scripts

Block Win32 API calls from Office macro 92E97FA1-2EDF-4476-BDD6-9DD0B4DDDC7B
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d1le49aac-8f56-4280-b9ba-993a6d77406¢
and WMI commands

b2b3f03d-6a65-4f7b-a9c7-1c7ef74a9bas
from USB

26190899-1602-49e8-8b27-eb1d0alce869
from creating child processes

Daha fazlasina asagidaki linkten erisebilirsiniz.

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface-reduction

5[ Group Policy
File  Action

Management Editor

View Help

e nE R HEET

v

<

VoW W

] Sound Recorder
[ Speech
] Store
1 Sync your settings
[ TabletPC
] Task Scheduler
] TextInput
] Windows Calendar
] Windows Color System
| Windows Customer Experience Impri
] Windows Defender Antivirus
] Client Interface
] Exclusions
[ MAPS
| MpEngine
[ Network Inspection System
| Quarantine
] Real-time Protection
| Remediation
1 Reporting
] Scan
] Signature Updates
] Threats
w || Windows Defender Exploit Guard
| Attack Surface Reduction
] Controlled Folder Access
] Metwork Protection
| Windows Defender Exploit Guard
] Windows Defender SmartScreen
1 Windows Error Reporting
] Windows Hello for Business
1 Windows Ink Workspace
1 Windows Installer
] Windows Logon Options

B Configure Attack Surface Reduction rules

Configure Attack Surface Reduction rules

HrEVeIESEng

Next Setting

(O Not Configured Comment:

®) Enabled

O Disabled Show Contents

Set the state for each ASR rule:

Options: Value name

D4F340AB-401B-4EFC-AADC-ADSFIC ..

Set the state f] 3B576363-A4EC-4523-8536-B30ATTES...

75668C1F-73B5-4CF0-BBS3-3ECF5CE...

D3E037E1-3EB8-44C8-A917-57927947 .

5BEBVEFE-FDSA-4556-801D-275E5FF .

92ES7FA1-2EDF-4476-BDD6-5DD0B4...

dle49aac-356-4280-b9%ba-993a6d774...

b2h ¥03d-6a65-4f Tb-adc7-1c Tef 7dadba

4

bz 120wt .. ES |

| ok

| | cancel

tions section
air:

o state you

£ value

1

Disabled:
Mo ASR rules will be config

2

ured,

> |\E}¢ended)\5tandard/

Peki yapilandirmamizi Audit olarak yapilandirdik. Takibini nasil yapacagiz ?

e EventID 1121 -- blocking mode events
e EventID 1122 -- audit mode events
e Event ID 5007 -- changing settings events
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Exclude files and paths from Attack Surface Reduction (ASR) rules

Yapiniza gore ve uygulama sunucularinizin gesidine gore ASR kurali icin exclusion yazmaniz gerekirse
asagidaki 6rnekte oldugu gibi yapilandirabilirsiniz.

T
File Action View Help
Ll AN CalRERN 7 No:l i 4

| Sound Recorder e H Setting State Comment
L Cnsach —
] I Mo
4 * lred No
JI E‘ Exclude files and paths from Attack Surface Reduction Rules I

-+ O NotConfigured ~ Comment:
1

| ® Enabled

=

o | O Disabled
|
Supported oni [t |east Windows Server 201 6, Windows 10 Version 1709
Options: e
Show Contents O X
Exclusions from ASR rules: W
- Exclusions from ASR rules
Value name Value
CWindows \NTDS o
r C:\Windows"\PolicyDefinitions i
N

v

u| 0K Cancel

Ju [T Youcan configure ASK rules in the Configure Attack Sudface [, |

Controlled Folder Access
Configure Allowed Applications

Asagidaki 6rnekte oldugu gibi kurumunuza ait kullanilmasina izin vereceginiz uygulamalari asagidaki
sekilde belirleyebiliyoruz.
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W Conf

E‘ Configure allowed applications

Mext Setting

At least Windows Server 2016, Windows 10 Version 1709

(O Net Configured Comment:
@ Enabled
O Disabled
Supported on:
Options:

Help:

Enter the applications that should be trusted:

Show Contents

[m| X
Enter the applications that should be trusted:
Walue name Walu
o C:\Program Files (x86)"Windows Media Playerwmplayer.exe [V
L]
0K Cancel

Add additional applications that should be considered "trusted” by controlled folder access,
These applications are allowed to modify or delete files in controlled folder access folders.

Windows Defender Antivirus automatically determines which applications should be trusted. You
can configure this setting to add additional applications.

Enabled:
Specify additional allowed applications in the Options section..

Disabled:
Mo additional applications will be added to the trusted list,

Mot configured:
Same as Disabled.

You can enable controlled folder access in the Configure controlled folder access GP setting.

Default system folders are automatically guarded, but you can add felders in the configure
protected folders GP setting.
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Configure Controlled Folder Access

Bu boéliime Exploit Guard béliimiinde deginmistim. Ayni ayarlari Gpo ile de yapilandirabiliyoruz.

& Configure Contrelled folder access X

E‘ Configure Centrelled folder access e Next Setting

(O Mot Configured Comment:
@® Enabled
() Disabled
Supported oni [ At |east Windows Server 2016, Windows 10 Version 1709
Options: Help:
Configure the guard my folders feature Disable (Default) 2 2

Enable or disable controlled folder access for untrusted applications. You can choose to block,
audit, or allow attempts by untrusted apps to:
E‘U‘_k - Modify or delete files in protected folders, such as the Documents folder
Audit Mode - Write to disk sectors

Block disk modification onl
Audft disk modification only You can also chaose to only block or audit writes ta disk sectors while still allowing the

modification or deletion of files in protected folders,

Disable (Default)

Windows Defender Antivirus automatically determines which applications can be trusted. You can
add additional trusted applications in the Configure allowed applications GP setting,

Default system folders are automatically protected, but you can add folders in the Configure
protected folders GP setting.

Block:

The following will be blocked:

- Attempts by untrusted apps to modify or delete files in protected folders

- Attempts by untrusted apps to write to disk sectors

The Windows event log will record these blocks under Applications and Services Logs > Microsoft
» Windows > Windows Defender > Operational > ID 1123,

Disabled:

The following will not be blocked and will be allowed to run:

- Attempts by untrusted apps to modify or delete files in protected folders
- Attempts by untrusted apps to write to disk sectors

These attempts will not be recorded in the Windows event log.

Cancel Apply

Configure Protected Folders

Yapiniz icerisinde sizin 6nemli olan bir klasérin oldugunu varsayalim ve bu klasor Gzerinde kesinlikle
degisiklik yapilmasini istemiyorsaniz bu kurali aktif edebilirsiniz.
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& Configure protected folders

E‘ Configure protected folders D

(O Not Configured Comment:
(® Enabled
O Disabled
Supperted on: [ at east Windows Server 201 6, Windows 10 Version 1709
Options: Help:

Enter the folders that should be guarded:

Specify additional folders that should be guarded by the Controlled folder access feature,

Show Contents [m|

Enter the folders that should be guarded:

X

Value name Value
; CAHD ol

oK Cancel

these folders cannot be modified or deleted by untrusted applications.
system folders are automatically protected. You can configure this setting to add additional

of default system folders that are protected is shown in Windows Security.

additional folders that should be protected in the Options section.

d:

fitional folders will be protected.

nfigured:
s Disabled.

n enable controlled folder access in the Configure controlled folder access GP setting.

s Defender Antivirus automatically determines which applications can be trusted. You can
ional trusted applications in the Configure allowed applications GP setting.

Network Protection

QK Cancel Apply

Prevent users and apps from accessing dangerous websites

ilgili kurahn aktif edilmesi durumunda reputasyonu diisiik, tehlikeli kategoride yer alan domain lerden
uygulama indirilmesi engellenmektedir. Audit mode ile baslanmasini tavsiye ederim.

Youtube Videolari

e https://www.youtube.com/watch?v=6TiHx6Pbgns&t=2s

e https://www.youtube.com/watch?v=C5TNKypFNaQ&t=555s
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Faydalanilan Kaynaklar

e https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/attack-surface-reduction-faq

e https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/next-gen-threat-and-vuln-mgt

e https://docs.microsoft.com/en-us/windows/security/threat-protection/

e https://techcommunity.microsoft.com/t5/microsoft-defender-atp/introducing-a-risk-based-
approach-to-threat-and-vulnerability/ba-p/377845

e https://techcommunity.microsoft.com/t5/microsoft-defender-atp/bg-
p/MicrosoftDefenderATPBlog

e https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/onboarding#tendpoint-detection-and-response

e https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/enable-attack-surface-reduction#group-policy

e https://yongrhee.wordpress.com/
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
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https://techcommunity.microsoft.com/t5/microsoft-defender-atp/bg-p/MicrosoftDefenderATPBlog
https://techcommunity.microsoft.com/t5/microsoft-defender-atp/bg-p/MicrosoftDefenderATPBlog
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/onboarding#endpoint-detection-and-response
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/onboarding#endpoint-detection-and-response
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/enable-attack-surface-reduction#group-policy
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/enable-attack-surface-reduction#group-policy
https://yongrhee.wordpress.com/

SON SOz

Guvenlik kavramini ele alirken 6enmle dikkat etmemiz gereken bir nokta var hi¢ bir aman %100 glivende

olmayacagiz. Saldiri ve savunma bir satran¢ oyunudur. Bunu litfen aklinizdan hig bir zaman ¢ikarmayiniz.

Yazmis oldugum bu E-Kitabi geng yasta Mide Kanserine yenik diisen meslektasim,dostum ve Gstadima
adiyorum. En son konustugumuzda Hasanim yeni E-Kitabin ne zaman bitiyor, yayinla da artik okuyayim
demistin. Okumani ¢ok isterdim, yorumlarini duymak giizel olurdu ama olmadi,bu yaptigin olmadi giizel
kardesim & Mekanin cennet olsun dostum......
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Aci Kaybimiz, Ugur Demir’ i Kaybettik

Zor glnler gecirdigimiz su dénemde uzun siiredir mide kanseri ile miicadele eden
degerli ekip arkadagimiz Ugur Demir’ in vefat haberi ile bir kez daha sarsildik. Uzun
suredir kanser ile miicadele eden degerli dostumuz ne yazik ki bugiin
miicadelesini kaybetmistir.

En son géristiigiimiizde uzun siiredir 6zledigi sektdre tekrar donmek, eskisi gibi
sektor icin Uretmek ve eko sistemi desteklemek icin cok hevesliydi. Ancak bu istegi
ne yazik ki gerceklesemedi. Cok sevdigimiz bir kardegimizi kaybetmenin acisini

yaslyoruz ve bu acinin bir tarifi yok.

Kendisine Allah'tan rahmet, yakinlarina bag saghg: diliyoruz.

Bu E-Kitap cok degerli meslektasim Ugur DEMIR anisina ithafen yazilmistir.

Saygilarimla

Hasan DIMDIK | CEH | MVP |MCT
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