~~hrelAciao .
DedL Technologies VxRail™ SolVe Generator

Solution for Validating your engagement

Topic

VxRail Software Upgrade Procedures

Selections

Select the VxRail Appliance Model: VxRail P570/P570F

Select the Installed VxRail Software Version: v7.0.132

Select the Target VxRail Software Version: v7.0.350

Select your current VxRail Configuration: VxRail Cluster - non-vSAN Stretched Cluster
Is VMware Horizon VDI Installed?: No

Generated: March 30, 2022 7:28 AM GMT

REPORT PROBLEMS

If you find any errors in this procedure or have comments regarding this application, send email to
SolVeFeedback@dell.com

Copyright © 2021 Dell Inc. or its subsidiaries. All Rights Reserved.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED “AS IS."” EMC CORPORATION (“EMC”)
MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE
INFORMATION IN THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT AND ANY WARRANTY ARISING BY STATUTE, OPERATION OF LAW, COURSE OF
DEALING OR PERFORMANCE OR USAGE OF TRADE. IN NO EVENT SHALL EMC BE LIABLE FOR
ANY DAMAGES WHATSOEVER INCLUDING DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL,
LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF EMC HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

EMC believes the information in this publication is accurate as of its publication date. The information is
subject to change without notice. Use, copying, and distribution of any EMC software described in this
publication requires an applicable software license.

Dell, EMC, Dell EMC and other trademarks are trademarks of Dell Inc. or its subsidiaries. Other
trademarks may be the property of their respective owners.

Publication Date: March, 2022

Dell Technologies Confidential Information version: 4.6.1.5

Page 1 of 20


mailto:SolVeFeedback@dell.com?subject=SolVe%20Generator%20Feedback

Contents

Preliminary Activity Tasks ........ccccccirennminennnncssis s sess s sesssensnas 3
Read, understand, and perform these tasks........ccooooi e, 3
Data-in-Place upgrade solution from v7.0.X 10 V7.0.3XX.......ccccummmmmrmrmemmnensisssnssensssssssssesennns 4
T 0] 0 0 =T SRR 4
PO O QUISITES: ... oot e et e e e e e e e e e e e e et ettt et et e ee— e b e aaeaeaeaeeeaaaaaeaeeererererraa—a————————— 5
Materials REQUIFEA: .........ooo et et e e e e et e e e e e e et et e e e ettt e e aeee e s et e aeseseeeeaaaaaaaaaaeeeeeeeeeesssesnrnnes 5
e oTer =T 0] = PSSP O PP PP 6
N T O 1N (=T U oo =T [ SRR 7
Task 1: [Optional] Configure alarm definition for email notification.............cccccceviiiii i 7
Task 2: Take a snapshot of all the SErvice VIMS..........ccooiiiiiiiieeeee e 7
Task 3: Upgrade from v7.0.X 10 V7.0.3XX «eeveieeeiieiiiiieiiiiiiiie e e e e e st ee e e e e e e e e s s senneeaeeeneeaeeeeaeannns 8
Task 4: Mystic Service account password change (optional) ..........ccocceeiiiieiiiie e 17
Task 5: Remove snapshots of the service Virtual Machines (optional)...........ccccccvveeeiieeeiiiiinn, 18
Appendix A:  VxRail Upgrade with VLCM ... sssss s e s 20
Task 6: Task 1: Enable VLCM using VXRaI Ul ... 20
Task 7: Task 2: Upgrade VxRail Cluster with VLCM ..........ccoiiiiiiiiii e 20
Dell Technologies Confidential Information version: 4.6.1.5

Page 2 of 20



Preliminary Activity Tasks

This section may contain tasks that you must complete before performing this procedure.

Read, understand, and perform these tasks

1. Table 1 lists tasks, cautions, warnings, notes, and/or knowledgebase (KB) solutions that you need to
be aware of before performing this activity. Read, understand, and when necessary perform any
tasks contained in this table and any tasks contained in any associated knowledgebase solution.

Table 1 List of cautions, warnings, notes, and/or KB solutions related to this activity

523973: VxRail: BOSS Card not detected in iDRAC or M.2 device reports failure causing volume
degraded

2. This is a link to the top trending service topics. These topics may or not be related to this activity.
This is merely a proactive attempt to make you aware of any KB articles that may be associated with
this product.

Note: There may not be any top trending service topics for this product at any given time.

VxRail Appliance Top Service Topics
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IMPORTANT: Please confirm whether a customer is using RecoverPoint for Virtual Machines (RP4VM)
in the VxRail cluster, prior fo upgrading VxRail. RP4VM must be upgraded prior fo upgrading VxRail fo
prevent a DRU/DU issue on the VxRail cluster!

Note: It is highly advisable to monitor node reboots through IDRAC/BMC interfaces to detect boot related
issues.

Data-in-Place upgrade solution from v7.0.x to v7.0.3xx

Summary:

This procedure describes the steps required to perform a data-in-place upgrade on a VxRail Appliance
from v7.0.x to v7.0.3xx. See the VxRail 7.0.x Release Notes in SolVe for upgrade paths and other
important upgrade-related information.

Notes:

Starting with VxRail 7.0.350, VxRail systems use Dell Technologies next-generation consolidated
connectivity solution to connect to the Dell cloud. This solution allows VxRail to establish a direct
connection using a connectivity agent that runs within VxRail or using the secure connect gateway
5.0. VxRail 7.0.350 does not support Secure Remote Services for connectivity. Before upgrading to
VxRail 7.0.350, review the following details regarding your connectivity configuration:

o If you are connected to a secure connect gateway, verify that the minimum gateway version is
5.00.07.10.

o If you are connected to a customer-managed Secure Remote Services gateway, upgrade to a
secure connect gateway before upgrading to VxRail 7.0.350.

o For VxRail-managed Secure Remote Services configurations, VxRail performs a seamless
internal Secure Remote Services upgrade to establish a direct connection during the VxRail
upgrade process. This may require an update to the firewall.

Before you upgrade to VxRail 7.0.350, see KB 000196945 and the Secure Remote Services 3.52
Upgrade to Secure Connect Gateway Supplement Documentation for more information.

If upgrading VxRail cluster that is configured with customer-managed VMware vCenter Server from
VxRail 7.0.240, 7.0.241, or 7.0.300 to VxRail 7.0.320 and later, ensure that all ESXi hosts are
upgraded to 7.0 Update 3c and later, before upgrading customer-supplied VMware vCenter Server to
7.0 Update 3c and later. For more information, see KB 000195322.

This is a change from the standard procedure of upgrading customer-managed VMware vCenter
Server prior to upgrading VxRail ESXi hosts with LCM. If the customer-managed VMware vCenter
Server is upgraded to 7.0 U3c first, the VMware precheck will block the ESXi upgrade during VxRail
LCM process.

Internet upgrade to VxRail 7.0.320 fails with ‘Error downloading upgrade bundle xxx from website’.
Before upgrading via the internet, see KB 000196149.

There is a critical issue in VMware ESXi 7.0 U3 that impacts a small subset of VxRail configurations
with an external storage connection. For VxRail configurations with external storage connection, see
VMware KB 86100 before you upgrade to VxRail software version 7.0.3xx. See the VMware ESXi 7.0
Update 3a Release Notes for more detail.

If the VxRail Manager SSL certificate has been changed, see KB 000158410 (How to prevent
vCenter plug-in issue caused by VxRail Manager SSL certificate mismatch) before proceeding with
the upgrade.
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e Internet upgrades from VxRail 7.0.130 or 7.0.131 to VxRail 7.0.3xx are not supported. Only local
upgrades are supported for these releases.

Prerequisites:

o [f this VxRail Cluster is joining an External vCenter, check the VxRail and External vCenter
Interoperability Matrix. KB 000157682. Ensure that the External vCenter is running a supported
version. Set Cluster Health Monitoring to Muted mode in the VxRail Manager Ul before upgrading
external vCenter to avoid false alerts.

Materials Required:
Ensure that the following passwords are available:
¢ VxRail Manager Root
e vCenter Administrator
e vCenter Root
e ESXi Node Root
¢ iDRAC/BMC (aka Baseboard Management Controller (if configured)

VxVerify detects issues which could cause complications or failures during VxRail LCM upgrades.
Download the VxVerify tool per the instructions in KB 000021527.

There is no need to load the software composite file locally when performing an Internet-connected
upgrade. The upgrade file is automatically downloaded from Dell.

If you will not have Internet connection, download the following file(s) from dell.com/support/ and make it
locally available.

Upgrade Composite Bundle File name (Choose 1 of the following 4 scenarios):

Note: In Composite bundle download page, record the checksum values under File Name section, and
validate them after the bundle has been downloaded to your local client.

1. Full bundle for Internal or External vCenter
e VXRAIL COMPOSITE-7.0.3xx-xxx_for_7.0.x.zip

Note: For VxRail 7.0.000, choose VXRAIL_COMPOSITE-7.0.3xx-xxx_for_7.0.000.zip.

2. Slim Bundle for External vCenter only: This composite file does not include the Internal vCenter files,
which reduces the overall file size.

o VXRAIL_COMPOSITE-SLIM-7.0.3xx-xxx_for_7.0.x.zip

Note: For VxRail 7.0.000, choose VXRAIL_COMPOSITE-SLIM-7.0.3xx-xxx_for_7.0.000.zip (for
clusters with external vCenter only)

3. Multi Files for Internal vCenter. Download the following nine files. These files are for 7.0.130 or later
clusters with Internal vCenter. These smaller files allow for easier downloading in low-bandwidth
scenarios.

o VXRAIL_COMPOSITE_7.0.3xx-xxx_Core_for_7.0.x_Part001_of_003.zip
e VXRAIL _COMPOSITE_7.0.3xx-xxx_Core_for_7.0.x_Part002_of 003.zip
e VXRAIL_COMPOSITE_7.0.3xx-xxx_Core_for_7.0.x_Part003_of_003.zip
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e VXRAIL COMPOSITE_7.0.3xx-xxx_InstallerMetadata_for_7.0.x.zip

e VXRAIL_COMPOSITE_7.0.3xx-xxx_Installer_for_7.0.x.zip

e VXRAIL_COMPOSITE_7.0.3xx-xxx_InternalVC_for_7.0.x_Part001_of_004.zip
o VXRAIL_COMPOSITE_7.0.3xx-xxx_InternalVC_for_7.0.x_Part002_of 004.zip
e VXRAIL _COMPOSITE_7.0.3xx-xxx_InternalVC_for_7.0.x_Part003_of 004.zip
e VXRAIL_COMPOSITE_7.0.3xx-xxx_InternalVC_for_7.0.x_Part004_of_004.zip

4. Multi Files for External vCenter. Download the following five files. These are for 7.0.130 or later
clusters with External vCenter only. These smaller files allow for easier downloading in low-bandwidth
scenarios.

e VXRAIL_COMPOSITE_7.0.3xx-xxx_Core_for_7.0.x_Part001_of_003.zip
o VXRAIL_COMPOSITE_7.0.3xx-xxx_Core_for_7.0.x_Part002_of 003.zip
e VXRAIL_COMPOSITE_7.0.3xx-xxx_Core_for_7.0.x_Part003_of 003.zip
o VXRAIL_COMPOSITE_7.0.3xx-xxx_InstallerMetadata_for_7.0.x.zip

o VXRAIL_COMPOSITE_7.0.3xx-xxx_Installer_for_7.0.x.zip

Procedure:

Note: Screenshots in this document might differ depending on the VxRail version you are running. In
most cases, screenshots reflect later versions.

1.[ 1 Run the VxVerify tool. Follow the instructions available in KB 000021527.
2.[ ] Login to vCenter Server using HTLM5 Client with administrative privileges.

3.[ 1 Ensure that the VxRail appliance is in a healthy state. Address any issues found before starting
the upgrade process.

a. Go to Home > Hosts and Clusters > VxRail-Cluster.
b. Select Monitor > Issues and Alarms > All issues.
c. Verify the VxRail cluster health status.
4.[ 1 Confirm that VxRail appliance is currently running a version that is upgradable to v7.0.3xx.
a. Go to Home > Hosts and Clusters > VxRail-Cluster.

b. Click Configure > VxRail > System.
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Figure 1 Review the version.

Note: Starting with VxRail release 7.0.24x, vLCM can be enabled on VxRail Cluster from VxRail provided
Ul. You can then upgrade a vSphere component of VxRail Cluster based on vLCM. If you are going to
use vLCM in VxRail upgrade, see Appendix A.

VxRail Cluster Upgrade

Task 1: [Optional] Configure alarm definition for email notification
If email notification is needed during LCM upgrade, follow KB 000019243.
Email notification will be sent out during the following stages:
e When the cluster starts to perform an LCM upgrade
e For each node
 When the node starts upgrade
e When the node completes upgrade
e During any node upgrade failure
¢ When the cluster completes LCM upgrade
Task 2: Take a snapshot of all the service VMs
e VxRail Manager VM
o VVMware vCenter Server Appliance VM (if using embedded)
¢ VMware vRealize Log Insight VM (if using VxRail deployed syslog)

SRS VE VM (if call home is enabled and using VxRail Manager deployed SRS)

—_

.[ ] Log in to the vSphere Web Client.

.[ 1 Go to Hosts and Clusters.

w N

.[ 1 Take a snapshot of a service VM. Right-click VxRail Manager > Snapshots > Take Snapshot.
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Figure 2  Take snapshot of service VM.

4.[ 1 Enter a snapshot name and click OK.

5.[ 1 Repeat Steps 2 and 3 for each of the remaining service VMs.
Task 3: Upgrade from v7.0.x to v7.0.3xx
1.[ 1 Click VxRail Cluster > Configure > VxRail > Updates.

¢ ¥ vxRail-Cluster-442 acmiows

Compliance Status

(@) The vxRail cluster 7.0 s compliant with the defined desired state (08/05/2021 08:00:T1 AM),

Recommended Action: The ¢

Compliance Report: [{

Next Scheduled Report: O¢

Installed Components and Versions

Figure 3  Configure VxRail updates.

2.[ ] Ifthe cluster is not Internet-enabled, skip to Step 7 to perform the LOCAL UPDATES option.

3.[ 1 If connected to the Internet, select the INTERNET UPDATES tab to automatically get the
required file.
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[ VxRail-Virtual-SAN-Cluster-70029¢c07-6080-455c-8ab4-63feef2b858d
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Figure 4  Internet Updates tab.

4.[ ] [Optional in v7.0.24x] Click CREATE ADVISORY REPORT to generate the advisory report,
review the component upgrade content before starting the upgrade process.

VxRail Update Advisory Report

Cluster Compliance Summary Components (5)

Outcome: (1) Update Required

Cluster Name:

Desired State: 7.03

Details [ Grou e
Component - - - )
Status and Summary e P ~omponent arget Version
ype

i) lndates E HOS 2
Requirec A

. : Current State

Status 'R Subcomponent 2

(Version)
ndate BIOS fo Rail PS70F 212
Required

) No Updates Required (0)

Timestamp: 09/02/2021 08:06:07 PM 1) Updates Required (5)

Target Version

X
Subcomponents (42)
2 No Updates Required
(@ Updates Required (21

Figure 5 Update Advisory report

5.[ ] If the support account is not already set, enter your Support username and password, then select

INTERNET UPDATES again after the account is configured.

6.[ ] The required file will begin to download. When completed, skip to Step 11.

7.[ 1 Ifthe Cluster is not Internet-enabled, select LOCAL UPDATES.

8.[ ] Click BROWSE in versions earlier than 7.0.24x, or CHOOSE for 7.0.24x, or SELECT UPDATE

BUNDLE under Option 1: Update VxRail for 7.0.300 or later:
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9.1 1 Inopen file dialog, select the upgrade composite package files previously downloaded and saved

locally, and then click Open or Upload.

Note: Starting with release 7.0.130, multi bundles are supported as one of the LCM upgrade bundle
types. DO NOT rename any multi-part files, and ensure that all multi-part files are uploaded at the same

time.

10.[ ] For multi bundles, select all the downloaded bundles and upload.

11.[ ] Monitor the upload progress in the Ul. DO NOT navigate away from upload page before the

uploading process is completed.

12.[ ] After a short delay, extraction and prechecking will begin automatically.

& VxRail-Virtual-SAN-Cluster-9d4443b8-8376-4474-pb2af-6647a5663fdb

Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
Licensing v Updates

Supervisor Clustel

Trust Authority

VxRail Update In Progress: Version 7.0

Alarm ions
Scheduled Tasks

VSAN v

7_17208303.zip with

tal s

ACTIONS

- 1MB

v

'_17208303.zip with total size: 1 MB

Hide Details »

79%

18117880 zip with total size: 1 MB
_18150440.zip with total size: 4 MB.
18117880 zip with total size: 1 MB

VxRail v
System
B ing bundle: Broadcom-bnxt-Net-RoCE_218.0.319.16-10EM.70

5104 zip with total size: 1MB

Certificate ing bundle: Intel-ixghen_1.8.9.0-10EM.70 _16039895.zip with total size: 1 MB.
Market Unlnadina hundle® Intel-inhn 15 2 0-10FM 701 17292660 7in with total size* 1 MR e
Hosts

Figure 6  Extraction and prechecking progress.

13.[ ] [Optional] Run a precheck and identify issues before you apply the update.

a. Click PRE-CHECK.
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vm  vSphere Client

Configure  Permissions  Hosts  WMs  Datastores  Networks  Updates

Updates

Figure 7 Precheck

b. Click the RUN PRE-CHECK to start the Precheck.

c. Enter the username and password as prompted. Input fields will differ depending on whether you are
using an external vCenter or internal vCenter. Click VALIDATE to continue.

d. Review the credentials and click CONFIRM.
e. Monitor the precheck process.
f. Click CLOSE PRE-CHECK.

Note: Steps 14, 15, and 16 are optional in v7.0.24x or later.

14.[ ] Click Next to go to the Change Report page.

15.[ ] [Optional] If there is any customized component (for example FC HBA driver or firmware) to be
updated in your system:

a. Click CUSTOMIZE.
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B VxRail-Cluster-442

[eance ] [oaer ] o]

Figure 8  Customize.

b. Click the upload icon to update Customize driver or firmware if it exists in the VxRail Nodes or
ADD COMPONENT to add a customize component.

Customize User Managed Components(optional) X
You have the option to add, upload, and remove user-managed components
Cluster Name: VxRail-Cluster-442
Current Version: 7.0
Target Version: 7.0.
Component Type current Version Target Version recommended Action:
Drive: 14.0.169.22-
)E 15843807 Swmw.703.0.0.18434556
Driver 110.9.0-10EM.700.1.0.15525992  1.111.31-vmw.703.0.0.18434556
Drive 4

7001015843807 T

CANCEL SAVE AND VALIDATE

Figure 9  Click Save and Validate.

c. Click SAVE AND VALIDATE after the upload completes.
16.[ ] Review the change report, then Click NEXT.
17.[ ] Review the Upgrade Summary page, then Click CONTINUE UPDATE to start the upgrade.

18.[ ] Choose option A to immediately begin the update or option B to schedule the update for a later
date and time:

Option A: Select Update Now and click NEXT.
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Update VxRail
Schedule When to Apply This Update

1 Schedule
Select to update your VxRail system now or schedule update for later
2 Specification
© update Now
. ) Schedule Update
3 Summary

CANCEL NEXT

Figure 10 Update now.

Option B: Select Schedule Update, enter the date and time for the update to begin and click
NEXT.

Update VxRall
Schedule When to Apply This Update

1 Schedule
Select to update your VxRail system now or schedule update for later

2 Specification

Update Now

3 Summary @ Scheduie Update

|1-3_f24/2019 i) | I 13 2 00 |

CANCEL NEXT

Figure 11 Schedule update.

19.[ 1 Enter the username and password as prompted. Input fields will differ depending on whether you
are using an external vCenter or internal vCenter. Click NEXT to continue.

20.[ ] After you have entered all the fields (multiple screens), click FINISH to start the update process.

21.[ 1 The upgrade progress can be monitored on the screen.

Note: If you are logged out of the VxRail Manager Ul, you can relaunch it by selecting VxRail Cluster >
Configure > VxRail > Updates.

22.[ ] [Optional] Starting from VxRail release 7.0.24x, vLCM is integrated into VxRail. To monitor the
vLCM upgrade progress, see Appendix A for more details.

23.[ 1 When the upgrade completes, log in to vCenter Server using HTLM5 Client with
administrator@vsphere.local and the vCenter password.
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VMware® vSphere

Figure 12 vCenter Server login.

24.[ 1 From the Home tab, select Hosts and Clusters and select the VxRail Cluster. Under the

Configure tab, expand the VxRail selection and choose Updates to verify the VxRail component

versions.

vm vSphere Client

Administrator@®VSPHERELOCAL

Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates

Updates

LIPS (N TERNET UPDATES | LOCAL UPDATES | SETTINGS

Licensing

Compliance Status

VvSAN L

n generated

Installed Components and Versions

nstalled On Jul 21, 2021, 7:1:07 PM

L B B R

Figure 13 Verify component versions.

25.[ ] Check compliance status. Click CREATE NEW REPORT to create a compliance drift report.
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[ VxRail-Virtual-SAN-Cluster-eb92aec6-f44c-464e-bf05-3a09eeccc4l]

summary Monitor

Alarm Definitions
Scheduled Tasks
VSAN v

Services

Disk Management

ACTIONS w
Cenfigure Permissions Hosts VMs Datastores Networks Updates
Updates @ -
INTERNET UPDATES | LOCAL UPDATES | SETTINGS

& Please visit MyWVMware.com to obtain 7.0 upgrade licenses for the YMware software included in this
\WxRail software upgrade. This WxRail cluster will become inoperable without 7.0 upgrade licenses after
60 days when the embedded YMware evaluation licenses expire. Please refer to KB2006974.

Fault Domains

Remaote Datastores
VxRail o Compliance Status

System

Updates

Certificate

component gaps.

Next Scheduled Report: 08/13/2021 08:00:00 PM

Market

Recommended Action: Create compliance drift report to understand the | c¢rREATE NEW REPORT

Figure 14  Create New Report

26.[ ] Click CREATE.
27.[ ] Click View the report.

28.[ ] Review the report to ensure that there are no non-compliant components.

VxRail Compliance Drift Report

Cluster Compliance Summary Components (6)

Outcome: & compliant &) Compliant {6)

Timestamp: 08/13/2021 06:53:29 AM @ Non-Compliant (0)

Cluster Name: VxRail-Virtual-SAN-Cluster-eb92aec6-
f44c-464e-bf05-3a09eeccc4ll

Desired State: 7.0
Details Group by component

Status and Component

Summary 3 T Compenent

> & Compliant ESXI_HOST swtiab16-vh-esx3.vxrailsviloca

> © compliant ESXI_HOST svtlab16-vb-esx2.vxrailsvi.loca

Subcomponents (48)

& Compliant (48)

(D Non-Compliant (0)

> (&) compliant ESXI_HOST svtlabl16-vb-esxl.vxrailsvi.local
> @ Ccompliant ESXI_HOST svtlabl6-vb-esx4 vxrailsvt local
& Compliant SOFTWARE  VMware vCenter Server Appliance
CLOSE REPORT
Figure 15  VxRail Compliance Drift Report

29.[ ] Click the left arrow to expand the details of a component.

30.[ 1 Ensure that the VxRail appliance is in a healthy state.

a. Go to Home > Hosts and Clusters > VxRail-Cluster.
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b. Select Monitor > Issues and Alarms > All Issues.

vm vSphere Client

&

tab17-vb-esx-03.vxrail

local

Performance v
(% VMware vCenter Server Applian...
Overview
(% VxRail Manager
Advanced
Tasks and Events ~
Tasks

il =] 9 [ VxRail-Virtual-SAN-Cluster-O4ec642f-4716-4ab7-8a24-83f9cdbc3cbh7 ACTIONS v
~ [ svtlab17-vb-ve vxrailsvtlocal summary Configure Permissions Hosts VMs Datastores Networks Updates
v [l VxRail-Datacenter
I§l VxRail-Virtual-SAN-Cluster-04ec64._ i A” |SSUeS
vtlab17-vb-esx-01 wxrailsvt local All Issues
[& svtlabi7-vb-esx-02 vxrail al Triggered Alarms Issue ¥ Type ¥  Trigger Time v Status 4

Figure 16 Monitor issues and alarms.
c. Verify the VxRail cluster health status.
31.[ ] If SRS is enabled in your VxRail appliance, check the SRS status.

a. Go to Home > Host and Clusters > VxRail-Cluster.

b. Select Configure > VxRail > Support.

wvm vSphere Client

Support

Alarm: Definitions Dell EMC Support Account
Scheduled Tasks
- VSAN
Dell EM

Account is not configured

Dell EMC Secure Remote Service (SRS)

g VxRaill Manage

SRS Status
SRS Connection

Customer Improve...

Q M@ VxRail-Virt 2- -SAN-Cluster-4d4b8b76-628e-4910-b973-69eb10914c7d
nc.com Summary  Monitor Permissions  Hosts  WMs  Datastores  Networks  Updates

Figure 17 Support Page

c. In the Support section, check the last call home time.

o

Z Support

@ Last time this system called home: Nov 27, 2018, 3:21:19 PM
Result: Success

View Configuration Sent

Figure 18 Check Last heartbeat.
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d. Open in browser: htips.//<SRS VE IP>:9443. Login with admin username and password. Ensure that
SRS VE connectivity status is connected.

Configuration ¥ Auditw Cortact &k admin
SN | ELMESR1117MGFM VER . 3.24.00.04 UPDATE AVAILABLE (VERSION : 3.24,10.04) VIEW UPDATE (i@ SRS VE Connectad to EMC
Remate Sessions : 0 Connect Homes : 0 T Alerts: 1 @System Is Healthy

System Status

Remote Sessions ]I Active MFT Sessions “ Active Remote Scripts || Connect Homes " Alerts. ” Service Status ” Update }

Connecting fo: s7s3-core.emec.com on port 443 VE Status: Online | set Offline
Number Of Manaqed Devices: 1

Customer Proxy Server:  Disabled CPU Information: D:Antel(R) Xeon(R) CPU E5-2603 v3 @ 1.60GHz

Palicy Manager Disabled Disk Space Total Avallable Details

S5L Disabled 59.17GB 53.67GB

Certifcate Enabled, supported true L 396 GB

Average HB Response!  0.000 seconds WM Infarmation: VMware Virtual Platform

Cluster Info Standalone

Figure 19 Check the connectivity status.
e. If not connected, perform the following steps to correct the status.

a. Go to Home > Hosts and Clusters > VxRail-Cluster.
b. Select Configure > VxRail > Support.
c. Inthe SRS section, click DELETE.

Dell Secure Remote Service (SRS)

Dell Secure Remote Support allows your appliance to periodically send health data to Support. It also allows Support to

connect to your appliance to correct problems, often before they become serious

SRS Status Enabled Site ID
SRS Connection External SRS SRS VM IP Address
Customer Improvement Pro... Medium @

Figure 20 Delete SRS.
d. After successful deletion, click EDIT to add it again.

Task 4: Mystic Service account password change (optional)

To change the Mystic Service account password, perform the following:

a. Log in to vCenter Server using HTML5 Client with administrative privileges.

b. Go to Home > Host and Clusters > VxRail-Cluster > VxRail Manager.

c. Under the Summary tab, click Launch Web Console.

.

Login with root username and password.
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VxRail Manager Enforce US Keyboard Layout | View Fullscreen | Send Cirl+Alt+Delete

get Timer
bbitH brok

ner Engine. ..

UxRail Manager SLES15 SP1 Linux System
um: #

Figure 21 VxRail Manager Console.

e. Run the following command to update the password:

# passwd mystic
a. Enter the new password as prompted.

b. Type logout to log out of VxRail Manager console.

Task 5: Remove snapshots of the service Virtual Machines (optional)

Once the upgrade has completed successfully, remove all the snapshots created in the Take a snapshot
of the service Virtual Machines section to prevent vSAN capacity utilization long term:

¢ VxRail Manager VM

e VMware vCenter Server Appliance VM (if using embedded)

o VMware vRealize Log Insight VM (if using VxRail deployed syslog)

e SRS VE VM (if call home is enabled and using VxRail Manager deployed SRS)

a. Go to Hosts and Clusters > vxRail-Cluster.
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~ [ svilab8-vi-
v [ VxRail-D
v [[] vxRail-virtual-S AN-Cluster-2baé3cal-00b2-430a-9f3i-87e70kL7.
[@ svtlab8-vb-esxl vxrailsvt local

vxrailsvt local

ocal
ware vCenter Server Appliance

re vCentel

rver Appliance (ie

re vCenter Server Platform S ontroller (legacy-

i VxRail Manager

(31 VxRail Manager (legacy-4.5.450)

summary

& VxRail Manager

Monitor Configure

DNS Name:

P Addresses:

LAUNCH WEB CONSOLE

Host:

4 &

LAUNCH REMOTE CONSOLE

@

VM Hardware

Related Objects

Permissions

ACTIONS Vv

B ©

Datastores Networks

SUSE Linux Enterprise 15 (64-bit)
ESXi 6.5 and later (VM

Running, version-11296 (Gues

Managed)
MORE INFO

VIEW ALL 7 IP ADDRESSES

svtlab8-vb-esx2 vxrailsvt loca

v Notes

Snapshots
CPU USAGE
2.22 GHz
MEMORY USAGE
o3
= 12.8 GB
g5 STORAGE USAGE
— 393.39GB
N

Figure 22 VxRail clusters.

b. Remove the snapshot of a service VM. Right-click VxRail Manager > Snapshots > Manage Snapshots.

c. Select a snapshot and click Delete.

d. Repeat Steps b and c for each of the remaining service VMs.
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Appendix A: VxRail Upgrade with vLCM
Task 6: Task 1: Enable vLCM using VxRail Ul

Notes:

o |f the VxRail cluster was upgraded from 4.5.x to 7.0.24x and later directly, vLCM enablement is not
supported by default, see VxRail KB 000190895 to solve this issue.

e vLCM cannot be enabled on the following:
¢ VxRail nodes which have GPU driver installed
¢ VxRail 13G nodes.
o A VxRail Cluster 7.0.24x with an external vCenter 7.0u3.

Starting with VxRail release 7.0.24x, vLCM can be enabled on VxRail Cluster from VxRail provided Ul.
Customer can then upgrade a vSphere component of VxRail Cluster based on vLCM.

To enable vLCM, see the Dell VxRail 7.0.x Administration Guide.
Task 7: Task 2: Upgrade VxRail Cluster with vLCM

Once vLCM had been enabled on VxRail Cluster, VxRail upgrade will be backward compatible with the
vLCM API for vSphere component upgrade as well as firmware.

The auto upgrade procedure is same as LCM upgrade, see the details in section Upgrade from v4.7.24x
to v7.0.3xx.

During VxRail nodes upgrade, the vLCM upgrade status is exposed in the VxRail Ul directly.

¢ @ VxRail-Cluster-930

o B B =) Summary  Monitor  Configure  Permissions  Hosts  VMs  Datastores  Network

Services v || Updates

Figure 23 vLCM Upgrade Status.
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https://www.dell.com/support/manuals/en-us/vxrail-software/vxr_p_vxrail-70x_admin-guide/dell-emc-vxrail%E2%84%A2-7.0.x-administration-guide?guid=guid-e61ca089-e2ef-43b0-b522-fd6045dc44e2&lang=en-us
https://www.dell.com/support/manuals/en-us/vxrail-software/vxr_p_vxrail-70x_admin-guide/dell-emc-vxrail%E2%84%A2-7.0.x-administration-guide?guid=guid-e61ca089-e2ef-43b0-b522-fd6045dc44e2&lang=en-us

